
CyberSCI Womenz VM: Forum 
Walkthrough 
July 25,2020 
 
IP Address: 3.236.21.15 
 
Open Ports: 
22 - SSH 
80 - HTTP 
 
FLAGS: 

● Flag 1 - 10 points 
● Flag 2 - 10 points 
● Flag 3 - 10 points 
● Flag 4 - User Flag - 20 points  
● Flag 5 - Root Flag - 30 points 

 
Goal: 

● To explain all the steps to completing this VM 
● To point out a couple of flaws in the design of this VM as it is the first I 

have created. 
 

Part 1: Finding Flag 1 
Landing Page: 



 
 

Checking the page source: 
ISSUE 1: ​ ​Should have changed “FLAG 0 of 10” to show that there is only 5 flags 

 
Checking the about page: 



 

 



ISSUE 2: ​ ​Should have removed this comment from a previous CTF I did. It is a 
flag but I don’t remember how to decode it. 
 

 
Checking the rabbit hole: 
 
NOTE: ​This is from an old CTF as well, it doesn’t do anything (hence the name) 
 

 
The rabbit hole page: 



 
Finding the forum: 

 



 
 
ISSUE 3: ​There are too many threads, and the event was too short for people 
to go through them all 

 
The Hacking Forum: 
 
OBJECTIVE: ​to put the little pieces of information together to figure out 
what happened on the Forum 
 
NOTE: ​This is newest version of myBB, there is exploits for the old versions 
but none should work on this version. Trying to log in as any of the users or 
create an account will get you nowhere. The password for the admin user is 
md5sum of a random non-english word. This can only be solved by putting 
together bits of information manually. 



 
Three important threads: 

● My Rubber Duck Collection 
● Bitcoin Transfer Trading 
● WTH You guys hacked me 

 



 
 
IMPORTANT INFO 1:  
Found on thread: Bitcoin Transfer Trading 
Admin Says:  
 
“I created a tool it is hosted here at mastermirror/pnbct 
Give me any advice you might have as it is still a work in progress” 
 
Which tells us that there is another Web Application on the server, and it is 
unfinished so potentially vulnerable. 



 

IMPORTANT INFO 2:  
Found on thread: WTF You guts hacked me 
 
Admin says: 
“I have made the tool unavailable externally. 
Stop trying to hack me. Its very immature.” 
 
ru88erDucky says: 
“You can still access it. You have a really weak user ssh_proxy. You can proxy 
the traffic from localhost:3000 through ssh. Just stop running it!!!!” 
 
This tells us the tool is no longer available at the location it was before, and it 
is running on localhost:3000. Additionally there is a user ssh_proxy with a weak 
password. 
 
ISSUE 4: ​Clearer language should have been used here to explain the method of 
access. 

 



 
 

IMPORTANT INFO 3:  
Found on thread: My Rubber Duck Collection 
 
th0rr0th says: 
“This is my rubber duck collection feel free to add your own” 
Followed by an encoded string. 
 
Decoding the string using Cyberchef: 
 

 
 
The Admin is in an idiot. Lets mess with him. Hide your replies in rubber duck 
images with password ducky. 
 
To extract the text from each the images use the tool stegosuite: 
Open the image, enter the password, and then click Extract. 
 



 
 
Going through the thread each user has attached a picture of a rubber duck 
which all contain a message: 
 

 

Splish Splash I was taking a bath. 
Continue this thread. 

 

I hear u mate. 
Did u see his blog lolz terrible. 
 
New Potential Location: ​Admins blog 

 

His tool is super vulnerable, and he left a bunch of 
files lying around. 
 
New Info: ​Files available, and tool confirmed as 
vulnerable 



 

He uses the same password that every old person 
uses, where he lives, his birth year, and his pets 
name.  It took like 3 tries to guess.. Lol . I got user 
on this server 
 
Using this info: 
Potential Password:​ [where he 
lives][birthyear][pets name] 
 
ISSUE 5: ​What this was a password for should 
have been mentioned. 

 

Guys he took it down! 
Access the tool through ssh_proxy instead. 
Its still running locally 

 

Gandalf Duck 
 
Flag 1 of 5: 
FLAG 1: 10 Points 
TRYHARDER{cfeae71c03b0fd604a34a8cda00f7d1
3} 

 

Part 2: Finding Flag 2 
(Continuing from above) 
 
Also in the thread: My Rubber Duck Collection 
 
kaliilak asks whats the password, to which ru88berDucky responds with a 
base64 encoded string, says the password is the same as it has been the entire 
thread, which we know from above is ducky. 



 
 
 
Decoding the base64 string gives you a link to a github repo: 

 
NOTE: ​The zip file is no longer password protected I updated because some 
people had trouble unzipping it. 



 
 
 
Unzipping password.zip gives you a file pass, containing: 
UmFzcGJlcnJ5ODk=, decoding this string from base64 gives you Raspberry89. 
 
This next step requires you to combine all the information found so far. 
 
Figuring out what to do with the found password: 
 
In the previous post before the user kaliilak asks for the password it was said: 
 

“Access the tool through ssh_proxy instead. 
Its still running locally” 
 

So it can be deduced that the user was asking for the password of ssh_proxy: 
So now we have a set of credentials: 
 
ssh_proxy: Raspberry89 
 
Try to log in to SSH: 

 



ISSUE 6: ​This is admittedly quite challenging, more hints and nudges should 
have been provided. 
  

Part 3: Finding Flag 3 
 
Figuring out the hint: 
man ssh  

 
This parameter matches the hint exactly. 

 -N Do​ ​not​ ​execute​ a remote command.  This ​is​ useful ​for​ just ​for​- 
 warding ports. 

 
NOTE: ​ ssh_proxy has shell /bin/false and very limited privileges, you cannot run 
any commands or breakout of the shell. 
 
Figuring out what to do with the ssh_proxy user: 
 
Back to IMPORTANT INFO 2:  
Thread: WTF You guts hacked me 
 
ru88erDucky says: 
“You can still access it. You have a really weak user ssh_proxy. You can proxy 
the traffic from localhost:3000 through ssh. Just stop running it!!!!” 
 
Combine this knowledge with the hint, and other messages and you know: 

● There is a tool running on the server on port 3000 
● It is only available locally 
● The tool is vulnerable 
● You have credentials for user ssh_proxy 
● The hint suggests that you should use port forwarding 

 
Use port forwarding to forward traffic from a chosen port through SSH to the 
remote server running on the port 3000: 

ssh​ ​-L​ 9999​:localhost:3000​ ​-N​ ​ssh_proxy​@​3​.​236​.​21​.​15 

 



The local web server can now be accessed at localhost:9000. 
 
Visiting the webserver: 

 
 
There is 4 different links on this page: 

● Bitcoin Tracing Tool 
● Tool Extra Features 
● Gaunter O’Dimm Fansite (the landing page) 
● My Resume 

 
Bitcoin Tracing Tool: 

 



NOTE: ​This will return a semi-legitimate looking response to whatever you you 
enter, but it doesn’t actually do anything. There is no templating or anything 
done, I don’t think it is vulnerable. 
 
My Resume (jeffs-blog): 
 
NOTE: ​I am not sure if this appears when you run dirb, or other similar tools 
 

 
Looking back: 
 
In the rubber duck thread it was said: 
 
“He uses the same password that every old person uses, where he lives, his birth 
year, and his pets name.  It took like 3 tries to guess.. Lol . I got user on this 
server” 
 
Using this info: 
I am developer at SoftwareCompany. I am a security enthusiast and make lots of 
security tools. I live in Toronto with my dog Poppy. Here is a picture of Poppy 
and I in front of the Toronto skyline. I was born in 1979, just before the 80s. 
 
Password: ​[where he lives][birth year][pets name] 

        Toronto1979Poppy 



 
Tool Extra Features: 

 
Log in using the password you just found with the username admin. 
admin:Toronto1979Poppy 
 
ISSUE 7: ​This is a bit of a jump. 
 
Explore the Web App: 
 
Home Page: 

 
 
NOTE: ​the vulnerability in this web app is not the same as the one SafeHarbor. 
 
Balance Page: 



 
Potential Username found:​ JeffersonAWolf 
 
Transfers Page: 
 

 
My Account Page: 
 

 
 
About Page: 



 
This page tells you where the vulnerability is and what that part of the app does 
does. 
 
ISSUE 8: ​I confused Remote Code Execution with Command Injection. Oops. 
 
Checking out MyKeys: 

 
Check the page source: 

 
 
NOTE: ​BlackMarket is really good, you should definitely try it. 
 

Part 4: Finding Flag 4 
 



Click on one of the links: 

 
You know from the about page that the first command is stat, so the app must 
execute at least one command. Try different things to test the response given. 
 
If you try: key=/etc/passwd 
You get error retrieving file. 
  
If you try: key=pickles 
You get error retrieving file. 
 
If you try: fred.pgp john.pgp 
You get: 



 
Suggesting that stat is run first. 
Use that knowledge to formulate a command that can run without causing 
errors in the rest of the command. 
 
http://localhost:9999/control/displaykey?key=fred.pgp `ls` 
 
Will list all the files in the directory and then their contents 
`` - causes the command ls to be executed first, and then stat and cat to be run 
on the resulting list of files. 
 



 
 
Lists the contents of the current directory. 
There is 3 other files in the directory: 

● README 
● TestClient.py 
● TestServer.py 

 
2 IMPORTANT DETAILS: 
 
In TestServer.py: 

 ​#TO DO Remove Me: 
        admin_passphrase = ​"79fd7d4d34de9d5368c6b15091c29047" 
        conn.​send​(b​'Bitcoin Address Exchange Test Tool\n\nEnter 
Passphrase:'​) 
        data = conn.recv(​1024​) 
        data_str = str(data.decode(​'utf-8'​)) 
        print(data_str) 



        ​#Parse the passphrase to create the password: 
        ​#Using SSH password, will try to merge with existing protocol 
for more "legitimate" authentication 

        data_pass = ​''​.join(x[​0​] ​for​ x ​in​ data_str.​split​(​'\n'​)) 
        m = hashlib.md5() 

        m.update(data_pass.encode(​'utf-8'​)) 
        pass_hash = m.hexdigest() 

 
 
In README:  
 
Transferring data in plaintext is not safe anyway. 

This data was captured when observing the connection: 

    00000000  42 69 74 63 6f 69 6e 20  41 64 64 72 65 73 73 20   Bitcoin  Address  

    00000010  45 78 63 68 61 6e 67 65  20 54 65 73 74 20 54 6f   Exchange  Test To 

    00000020  6f 6c 0a 0a 45 6e 74 65  72 20 50 61 73 73 70 68   ol..Ente r Passph 

    00000030  72 61 73 65 3a                                     rase: 

00000000  47 65 72 61 6c 74 0a 30  66 0a 72 69 76 69 61 0a   Geralt.0 f.rivia. 

00000010  54 68 65 0a 57 68 69 74  65 0a 77 6f 6c 66 0a 4d   The.Whit e.wolf.M 

00000020  61 73 74 65 72 0a 30 66  0a 74 68 65 0a 77 69 74   aster.0f .the.wit 

00000030  63 68 65 72 69 6e 67 0a  54 72 61 64 65 0a 74 68   chering. Trade.th 

00000040  65 0a 42 75 74 63 68 65  72 0a 6f 66 0a 42 6c 61   e.Butche r.of.Bla 

00000050  76 69 6b 65 6e 0a 54 68  65 0a 57 69 74 63 68 65   viken.Th e.Witche 

00000060  72 0a 33 0a 77 69 6c 64  0a 48 75 6e 74            r.3.wild .Hunt 

    00000035  41 75 74 68 65 6e 74 69  63 61 74 69 6f 6e 20 53   Authenti cation S 

    00000045  75 63 63 65 73 73 2e                               uccess. 

0000006D  43 4c 4f 53 49 4e 47 20  43 4f 4e 4e 45 43 54 49   CLOSING  CONNECTI 

0000007D  4f 4e                                              ON 

0000007F  71                                                 q 

    0000004C  53 75 63 63 65 73 73 2e                            Success. 

 
From these two files we get: 

● A passphrase which is parsed to be the SSH password 
● The code necessary to parse the passphrase into the password 

 
ISSUE 9: ​A passphrase is not the first letter of every word in a sentence, but 
the entire sentence so this might be confusing to some people. 
 



Take the data captured when observed the authentication process, and restore 
the new lines: 

 
Launch python, and copy in the passphrase, and use the code from the server 
used to parse the passphrase, to parse it. 



 
Login to SSH: 
Use the username found on the Balance page: 
 



 
 
Find the user flag: 

 
 



 
 
You can also find the passphrase file: 

 
 



Part 5: Finding the Root Flag: Method 1 
Find files that the user can run as root: 

find​ ​/ -perm /​4000​ ​2​>​/dev/​null 

 

 
 
Exploring the oscp_prep folder: 

 



 
You can write to enum_script in the folder. 
 
Running the backups bin: 

 
Examining the backups bin: 



 
You can see it is running tar with a wildcard. 
Look for tar priv esc: 

 
 



Use a python reverse shell to get an interactive session that will stay open 
while you use it: 

 
Update the host in the connect statement to localhost, and put this in 
enum_script.sh since it is writable. 
 
NOTE: ​There is a cronjob that resets the contents of this folder every 3 
minutes so you must prepare the exploit ahead of time or else your work will be 
overwritten.  
 
Since the command run uses wildcards then filenames can be interpreted as 
arguments. So to use the exploit above create two files --checkpoint=1, and 
--checkpoint-action=.... 
So the command run will be: 

tar cvvf backup​.tar​ --checkpoint=​1​ --checkpoint-action=exec=sh 
enum_script​.sh​ backups enum_script​.sh​ goodies​.txt​ notes.txt 

 

Open a Second SSH Session: 
First open a second SSH session and run netcat listening on port 1234 (or 
whichever you set in the reverse shell). 

nc -lvp ​1234 

 
Create the two files: 
echo​ ​""​ > ​'./--checkpoint=1' 
echo​ ​""​ > ​'./checkpoint-action=exec=sh enum_script.sh' 

 



 
 
Put the Reverse shell in enum_script.sh and run 
backups: 
vim enum_script​.sh 
./backups 

 

 
 
Go back to the shell with nc listener: 



 
Find the root flag: 

 



 
 
Part 5: Finding the Root Flag: Method 2 
This one is easier, but you have to find it first: 

 

 
Try running it: 



 
Run strings on white_rabbit: 

 
Copy it your machine: 
scp JeffersonAWolf​@3​.​236.21​.​15​:/usr/bin/white_rabbit/white_rabbit 
:white_rabbit 

 
Using ghidra to analyse: 
Open the function main in the decompiler 
You can see that 2 is subtracted from each char in the input string, 



and compared to local_60 

 
Find the value of local_60: 

 
Add 2 to each char in local_60: 
A1NMlP020 -> C3POnR2D2 

 
Run it again with the correct password: 



 
 
You can now log in as root, and get the final flag. 
 
FIN. 
 


