








PORTS

21 - FTP

22 - SSH

80 - HTTP - Web Server

8000  - CTFD Web Server - The Scoreboard (Do Not Attack)



FLAGS
There are 13 Flags

Format: 

CCSCFLAGX{some_text_here}

X - flag number (1-11)

Submit the flags to the 
scoreboard to check that they 
are correct.



Have fun and good luck!



👿⟶ 👶⟶🌲











How do We Do it?

1

Scanning

Find running services, and other 
information such as version, and 

OS.

Enumeration

Find version number, user 
credentials, exposed information, 

files

2

Foothold

Find publicly available exploits, 
and  vulnerabilities. Get a shell on 

the remote machine

3

Privilege Escalation

Elevate privileges from user to 
root

4



Scanning

Nmap
netdiscover
masscan
fping



ENUMERATION
Scan for HTTP files and directories:
dirb
dirbuster
gobuster
dirsearch

Check for Null Shares:
smbclient
smbmap
enum4linux

Check for services that don’t require credentials:
Anonymous FTP, NFS, SMTP, HTTP 



FOothold
Look for user credentials for 
SSH, RDP

Look on Exploit DB, 
Metasploit for exploits

Look for web application 
vulnerabilities:
ie. SQLi, XSS, RCE



PRiVIlEGE ESCALATION
More Enumeration
Tip: Learn how to do it manually before using an automated tool

Look for programs that can be run with elevated privileges

Use:
GTFOBins 

Look for operating system exploits
Look for services the user can modify
Look for credentials in log files

https://gtfobins.github.io/


FLAG 1



FTP
- Anonymous FTP allows for users to use FTP without 

credentials
- Use username Anonymous, and no password



FTP
- There is one file: lolgamez_notice.txt
- Download it using the get command



FTP



FTP



FLAG 2



Index pAge



FLAG 3



FiSh Game



FLAG 4



Enumerate 
the web 
server:



Go TO 
secret:



SCroll To 
The bottom:



upload into 
cyber chef/qr 
parser:



HARDer FLAG 1 of 2



Enumerate 
the web 
server:















FLAG 5



STEGO



STEGO



STEGO



FLAG 6



Use the Message from the previous challenge



COPY AND PASTE TO FILE



crack with john



crack with john



harder 2 0f 2















FLAG 7







FLAG 8











FLAG 9











FLAG 10





FLAG 11











Congratulations! 
You have made it to the End!





LINk
s 

https://tryhackme.com/dashboard
https://www.vulnhub.com/
https://www.hackthebox.eu/
https://overthewire.org/wargames/


LINk
s Bob’s Missing Cat CTF

https://www.vulnhub.com/entry/bobs-missing-cat-ctf-11,368/

LazySysAdmin-1

https://www.vulnhub.com/entry/lazysysadmin-1,205/

Basic-Pentesting-1

https://www.vulnhub.com/entry/basic-pentesting-1,216/

BossPlayersCTF-1

https://www.vulnhub.com/entry/bossplayersctf-1,375/

RickdiculouslyEasy-1

https://www.vulnhub.com/entry/rickdiculouslyeasy-1,207/

https://www.vulnhub.com/entry/bobs-missing-cat-ctf-11,368/
https://www.vulnhub.com/entry/lazysysadmin-1,205/
https://www.vulnhub.com/entry/basic-pentesting-1,216/
https://www.vulnhub.com/entry/bossplayersctf-1,375/
https://www.vulnhub.com/entry/rickdiculouslyeasy-1,207/


LINk
s 

https://www.hackingarticles.in/
https://www.abatchy.com
https://0xdf.gitlab.io/
https://book.hacktricks.xyz/
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http://slidesgo.com/
https://www.flaticon.com/
https://www.freepik.com/
http://bit.ly/2X9RQ9U

