
>FORUM CTF
Challenge by Womenz Team for Originally for CyberSCI



> whoami

     - Emma

- Computer Science Student at 
Carleton U

- Past President and Current 
Technical Advisor of Carleton 
Cyber Security Club

- Created this challenge with the 
goal of doing something different 
- wanted to make something 
challenging but fun to explore



> cat scenario.txt

The admin of the forum Parrot’s Nest, a forum for 
cybersecurity, and CD Projekt Red game enthusiasts 
is in way over his head.

Several of the users on the forum have pwned his 
server, and are discussing how they did it.

Figure out what has happened, and use this 
information to progress.



> cat background.txt
     

- 6 FLAGS:
- Total of 110 points
- Flag format is: 

TRYHARDER{md5sum}

- Pay attention, they are 
hidden in plain sight.⚑



> cat parts.txt

Flag 0 - Warm Up/Intro Flag - 10 points 

Flag 1 - 10 points

Flag 2 - 10 points

Flag 3 - 10 points

Flag 4 - user flag - 20 points 

Flag 5 - root flag - 30 points



> nmap -PS forum.ctf
     Starting Nmap 7.80 ( https://nmap.org ) at home

PORT STATE SERVICE
22/tcp open  ssh
80/tcp open  http
Nmap done: 1 IP address (1 host up) scanned in 0.22 seconds

> Port Scanning or Web Enumeration won’t get you 
anywhere, the box is set up so everything you need 
is available.



> cat additional_info.txt

- This is an almost entirely “tool less” CTF

- There is only a few very basic tools that you need

- strings, stego, other basic commands

- It is really easy to get side tracked



> cat bonus_hint.txt

- Information found earlier will be important later.

- All flags that you may find that are not in the 
format TRYHARDER{md5sum} are not part of this CTF

- There are only a couple in initial static site



> Part 1: Finding Flag 1



> cat flag1/hint_1.txt
- There are only 3 threads that contain important 

information
- What are they?
- One is obvious, the other 2 are not.

- What is the username of the admin?

- Most of the posts were taken from r/Hacking

- Try to create a timeline of events that occurred (ie.start 
at the oldest thread)



> cat flag1/hint_2.txt

- QUACK QUACK QUACK



> cat flag1/hint_3.txt

- Text is embedded (and encrypted) in the images in 
a particular thread, not files 
- What tool does this??

- Stegosuite



> Part 2: Finding Flag 2



> cat flag2/hint_1.txt

- Thread with Last Post on 07-14-2020, 6:01 pm



Flag 2: Hint 2:

(Just an example not the actual scenario)

ssh port forwarding: (try a normal ssh connection first)



Proxying and Tunneling
What is pivoting?

- Using a foothold to be able to move from place to place (host to 

host) within a compromised network

What is port forwarding or tunneling?

- a technique that is used to allow external devices access to 

computers services on private networks

- does this by mapping an external port to an internal IP address 

and port



Example of port forwarding:

How do you connect to a service running locally on a lab server, but 
that is blocked by a firewall?

- ie. httpd - port 80
- wget http://university.lab.remote - does not work
- You could run:

ssh shark@university.lab.remote
//Once logged in:
wget http://localhost



Example of port forwarding:
How do you connect to a service running locally on a lab server, but 
that is blocked by a firewall?

Or to connect directly:

ssh -L 8888:localhost:80 shark@university.lab.remote
//In a different window
wget http://localhost:8888



> Part 3: Finding Flag 3



> cat flag3/hint_1.txt

Did you read the admin's Resume/Blog?

- What can this new information be used for that 
was mentioned earlier?



> cat flag3/hint_2.txt

- Don’t try and brute force the admin login for the 
BC Banking Tool, the password is not on any 
wordlist

- Look back to the time of the Rubber Ducks and 
recall the previous hint



> cat flag3/hint_3.txt

- Check each BC Banking page carefully



> Part 4: User Flag



> cat flag4/hint_1.txt

- See the about page (and replace RCE with cmd 
injection)



> cat flag4/hint_2.txt

On the vulnerable page:

- What tools might return the response shown?
- Ie. cat, stat, head, tail, ...

- Try multiple files at a time
- How does the response change?

- What might this suggest?



> cat flag4/hint_3.txt

- A captured packet is shown in the README, the “.” 
are new lines

- What does the server do with it?
- There is a line of code that parses it

- What is in the comments directly above that line?





> Part 5: Root Flag



> cat flag5/hint_1.txt

- The user is practicing for his oscp, what did he 
leave by accident?

- NOTE: **Please don’t touch the version in var**



> cat flag5/hint_2.txt

- Search tar priv esc
- What are wildcards?

- Can file names be used as parameters?



> cat flag5/hint_3.txt

- If you followed the white rabbit, then the answer 
you seek does not appear in the result of strings

- Try analysing the code with ghidra, or objdump





> Solutions



> Forum CTF: Finding Flag 0





Scroll to the bottom:



Download this image:



Run strings on the image:

strings geralt_flag.jpg



Go back to the page and answer the question “What was the 
score?”:
- Score 18 - appears in the image source
- A switch: On - 1 , Off - 0
- A sequence of switches: binary
- 18 in binary = 00010010 or OFF ON OFF OFF ON (Least 

Significant Bit to Most Significant Bit) 



Decoding the Response:
Q29uZ3JhdHMhIFRSWUhBUkRFUns0NTJjZTI4OTI4MTIxOThiMDA3MDdmYTEzMzQ0Y2
UzNH0=
Decode from Base64:
Congrats! TRYHARDER{452ce2892812198b00707fa13344ce34}



Alternatively:
- You could decode the JS source
- It is in JSF*CK
- There are sites that will do it for you



FIN.


