>FORUM CTF

Challenge by Womenz Team for Originally for CyberSCI



> whoami

Emma

Computer Science Student at
Carleton U

Past President and Current
Technical Advisor of Carleton
Cyber Security Club

Created this challenge with the
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> cat scenario.txt

The admin of the forum Parrot’'s Nest, a forum for

cybersecurity, and CD Projekt Red game enthusiasts
1s in way over his head.

Several of the users on the forum have pwned his
server, and are discussing how they did it.

Figure out what has happened, and use this
information to progress.



> cat background.txt

- 6 FLAGS:

Total of 110 points
- Flag format is:
TRYHARDER{md5sum#?

Pay attention, they are
hidden in plain sight.



> cat parts.txt

Flag
Flag
Flag
Flag
Flag
Flag

0

1

2

3

4

5

Warm Up/Intro Flag - 10 points
10 points

10 points

10 points

user flag -

root flag -
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> nmap -PS forum.cttf

Starting Nmap 7.80 ( https://nmap.org ) at home

PORT STATE SERVICE
22/tcp open ssh
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.22 seconds

> Port Scanning or Web Enumeration won’'t get you

anywhere, the box 1s set up so everything you need
1s available.



> cat additional info.txt

- This 1s an almost entirely “tool less” CTF
- There 1s only a few very basic tools that you need
- strings, stego, other basic commands

- It is really easy to get side tracked



> cat bonus_hint.txt

- Information found earlier will be important later.

- All flags that you may find that are not in the
format TRYHARDERimd5sum} are not part of this CTF

- There are only a couple in initial static site
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> cat flagl/hint _1.txt

- There are only 3 threads that contain important
information
- What are they?
- One 1s obvious, the other 2 are not.

- What is the username of the admin?
- Most of the posts were taken from r/Hacking

- Try to create a timeline of events that occurred (ie.start
at the oldest thread)



> cat flagl/hint_2.txt

- QUACK QUACK QUACK




XX
> cat flagl/hint_3.txt

- Text 1s embedded (and encrypted) in the images in
a particular thread, not files
- What tool does this??
- Stegosuite



> Part 2: Finding Flag 2




XX
> cat flag2/hint_1.txt

- Thread with Last Post on 07-14-2020, 6:01 pm



Flag 2: Hint 2:

(Just an example not the actual scenario)

ssh port forwarding: (try a normal ssh connection first)

Not Accessible

= =
Weh Server
////;?1921681l5: J
[;;;;;:llii
SSH Server

Local Computer == [192.168.0.1:22)




Proxying and Tunneling
What is pivoting?

- Using a foothold to be able to move from place to place (host to
host) within a compromised network

What is port forwarding or tunneling?

- a technique that is used to allow external devices access to
computers services on private networks

- does this by mapping an external port to an internal IP address
and port



Example of port forwarding:

How do you connect to a service running locally on a lab server, but
that is blocked by a firewall?

- 1le. httpd - port 80
- wget http://university.lab.remote - does not work
- You could run:

ssh shark@university.lab.remote
//0Once logged in:
wget http://localhost




Example of port forwarding:

Or to connect directly:

ssh -L 8888:1localhost:80 shark@university.lab.remote
//In a different window
wget http://localhost:8888

ssh -L 8000:1localhost:80 sshd-host

sshd-host

remote network




> Part 3: Finding Flag 3
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> cat flag3/hint_1.txt

Did you read the admin's Resume/Blog?

- What can this new information be used for that
was mentioned earlier?
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> cat flag3/hint_2.txt

- Don’t try and brute force the admin login for the
BC Banking Tool, the password is not on any
wordlist

- Look back to the time of the Rubber Ducks and
recall the previous hint

&




> cat flag3/hint_3.txt

- Check each BC Banking page carefully




> Part 4: User Flag
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> cat flagd/hint_1.txt

- See the about page (and replace RCE with cmd
injection)



XX
> cat flagd/hint_2.txt

On the vulnerable page:

- What tools might return the response shown?
- Ie. cat, stat, head, tail,

- Try multiple files at a time

- How does the response change?
- What might this suggest?



Y
> cat flagd/hint_3.txt

- A captured packet is shown in the README, the “.”
are new lines
- What does the server do with 1it?
- There is a line of code that parses it
- What 1s in the comments directly above that 1ine?



Extra:

- 40 Bonus Points to anyone who can exploit this in a different way than the way
it is intended

- Extra Bonus Hints:

- Backend: nodejs

- All responses besides the my keys one are static

- Uses exec with a 300 ms timeout, ie. If the command called takes longer than 300 ms to return
it kills the process, and returns an error

- If uses regex for input sanitization

- The command must return a success status code in order for its output to be returned

- There is a set list of allowed files that must be included in the request, but it only checks that at
least one of them is in the request

- The command executed by exec is: stat [FILENAME]; cat [FILENAME];



> Part 5: Root Flag
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> cat flagh/hint_1.txt

- The user 1s practicing for his oscp, what did he
leave by accident?

- NOTE: **Please don't touch the version in var*x



XX
> cat flagh/hint_2.txt

- Search tar priv esc
- What are wildcards?
- Can file names be used as parameters?



Yy
> cat flagh/hint_3.txt

- If you followed the white rabbit, then the answer
you seek does not appear in the result of strings

- Try analysing the code with ghidra, or objdump



Bonus:

Where did | mess up when doing this? There is one (| am aware of)
huge mistake | made when | set this up.



> Solutions
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MasterMirror HOME ABOUT FORUM

WELCOME TO THE GAUNTER 0'DIMM
FANSITE

“ALL WHO HAVE LEARNED MY TRUE NAME ARE NOW EITHER DEAD OR HAVE MET AN EVEN WORSE FATE." - GAUNTER O'DIMM

iunter nmis a character 1 N the Witche

Learn More




Scroll to the bottom:

Some great videos:

N ipsum dolor sit amet, consecte r adipisicina elit
Ducimus itaque, autem neces

llitica delectus aut, sunt

IIIS'IIAI] I(AREH
IT:SICALLED PARENTING.




Download this image:

MasterMirror ABOUT  FORUM

What's that atop the mountain?

Did you play the game?




Run strings on the image:

strings geralt flag.jpg

j + 1 crazyeights@es-base: ~/Desktop/CyberSCl/Forum/GOD-site/mastermirrorfimages Q : @ @ @
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Thanks for playing! Score 18

:~/Desktop/CyberSCI/Forum/GOD-site/mastermirror/images$ [



Go back to the page and answer the question “What was the
score?”:
- Score 18 - appears in the image source
- Aswitch:On-1,0ff -0
- A sequence of switches: binary
- 18 in binary = 00010010 or OFF ON OFF OFF ON (Least
Significant Bit to Most Significant Bit)

id you play the gom?




Decoding the Response:
Q29uz3JhdHMhIFRSWUhBUKRFUNS@ONTJFZTI40TI4MTIXOThiMDA3MDAmYTEZMZzQOY2

UzNHO=

Decode from Base64:
Congrats! TRYHARDER{452ce2892812198b00707fal3344ce34}

Inp!
Q29uZ3JhdHMhIFRSWUhBUKRFUNSONTJ

Output

Data format
Encryption | Encoding

Public Key




Alternatively:

- You could decode the JS source
- Itis in JSF*CK
- There are sites that will do it for you

W O Inspector [ Console {} StyleEditor [ Debugger () Performance Tk Memory f, Network EStorage 'ﬁ'Accessibility

Qutline [a] dontcrackmejs X =0

cirap it L)+ I+ S ID HUTD B+ O+ IO T D O+ 0T+ 01100

trap.min.js

JS dontcrackme.js
google-map.js
jquery-migrate-3.0.1.min.js
jquery.animateNumber.min.js
jquery.e
jquery.magnific-popup.min.js
jquery.min.js
jquery.stellar.min.js

jquery.timepicker.min.js
jquery.timepick j (1,29194)




FIN.




