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Who are we?

e Carleton Computer Science Students
e Undergrad, masters, and PhD

@ Prophet Zero



Our Problem

e Typical CTl focuses on loCs and
TTPs

e Would it help analysts identify
threats if we created a platform
that described malware behavior

e |oCs can be easily changed by
attackers

e Techniques and behaviors can not

A eTough!

Tools eChallenging

Network/ .
Host Artifacts *An noying
Domain Names eSimple




Our Problem

e FEventsand Sources of Data
e Dataavailable is often limiting

Level Date and Time Source
(@ Information 12/27/2020 4:52:43 PM Sysmon
@ Information 12/27/2020 4:52:43 PM Sysmon

EventID Task Category

=

1 File created (rule: FileCreate)
11 File created (rule: FileCreate)

Event 11, Sysmon

General Details

UtcTime: 2020-12-27 23:52:43.392

ProcessGuid: {64e54def-1e39-5fe9-a003-000000000800}
Processld: 5148
| A




Our Solution
o 0

Create a queryable CTI platform

Include behaviors in addition to l1oCs

Use dynamic and static analysis techniques Ce Prophet Zero
Augment our analysis with machine learning \

techniques




Our ) 1 Malware analysis
SOIUth“ pipeline

2 Web Application



Data Source:

e Usedthe Zoo malware repo

e Focused on Win32 samples, but our
solution could handle samples for any
machine/architecture




Static Analysis

e Usedradare2,ioc_extract, pefile
e Extracted file info

“static": {
“arch": "x86":;
"bintype": "pe",
“class”: "PE32";
"compiled”: "Fri Jun 19 18:22:17 1992",
"os": "windows",
"Ttang™: e,
"hash": "764efa883ddale11db47671c4a3bbdge",
"filesize": 1114859,



Imports

"libraries": [

{

"name": "LoadLibraryA",
"1ib_name": "KERNEL32.DLL"

"name": "GetProcAddress",
"1ib_name": "KERNEL32.DLL"

"name": "ExitProcess",
"1ib_name": "KERNEL32.DLL"

"name": "RegCloseKey",
"1ib_name": "advapi32.d1l”

"name": "SysFreeString",
"1ib_name": "oleaut32.d11"

"name": "CharNextA",
"1ib_name": "user32.dll"



loCs

"indicator_type": "wmi query",
"value": "select * from Win32_BIOS"

"*tecs™e T b
{ . .
"indicator_type": "registry access", :lndlcftoc_type” "wni query", .
"value": "software\\\\Microsoft\\\\Windows\\\\Currentversion" . value": "Select * from Win32_ComputerSystem
3 2
{ v s & & & "indicator_type": "wmi query",
indicator_type": "technique", "value": "Select * from Win32_Processor”
"value": "Code Signing" }s
1, i
{ "lndtcffo:_type : "wmi query ; ;
"indicator_type": "url”, . value": "select * from MSAcpi_ThermalZoneTemperature
"value": "http://nsis.sf.net/NSIS_Error" {'
¥ "indicator_type": "wmi query",
{ "value": "SELECT * FROM Win32_OperatingSystem"
"indicator_type": "url", 1,
"value": "http://ocsp.thawte.como" B o & g =
} indicator_type": "wmi query",
(' "value": "SELECT * FROM Win32_UserAccount"
1,
"indicator_type": "url", {
"value": "http://crl.thawte.com/ThawteTimestampingCA.crie" "indicator_type": "registry access",
3 "value": "hKU\\t"
{ 1,
wiods we myen &
indicator_type": "url”, "indicator_type": "file path”,
" v o . h "
" value": "https://www.thawte.con/cpse . "value": "c:\\\\sources\\\\cecil\\\\obj\\\\net_2_0_Release\\\\Mono.Cecil.pdb"
B B
{ {
"indicator_type": "url", "indicator_type": "file path", 2
"value": "http://crl.thawte.com/ThawtePremiumServercA.crio\\r" i value": "C:\\\\Users\\\\The Invincible\\\\Desktop\\\\gx\\\\gx-current-program\\\\LSASS\\\\obj\\\\Release\\\\LSASS.pdb"
1, b
{
"indicator_type": "url",
"value": "http://cs-g2-crl.thawte.com/ThawteCSG2.crle" '{‘
¥ "indicator_type": "technique",
{ "value": "detect vm"
"indicator_type": "url", 1,
"value": "http://ocsp.thawte.como" .
1,
{

"indicator_type": "url",

N value http://crl.thawte.com/ThawtePCA.crlo "value":

3,

"indicator_type": "technique",
"UPX - packing"




Commands and File Names

“cmds™ s [ "files": [
"Ei " "LSASS.exe",
..imd.. 2 "gdi32.d11",
g ree"’ "kernel32.d11",
Move”, "user32.dll",
rsort’; "LSASS.resources.Mono.Cecil.dll",
"TaskkkUTL JF-/7IM \7{0JA" 2", :w;r{i%Opttmzer.bat",
::SChTaSkS"/Delﬁte /f TN A 8" f1)2, "}GX/G;(-Server.php",
del /f \*TOJA™ {1}°; " /GetActiveDomains.php",
"DEL \"%~fO\"", "UserData.dat",
"netstat -a", :§2££d§§;;
"tasklist start", 'Teycnm{iydaf;
"net start", "cmd.exe",
"Fc w", "{0}.P.{1}.dat",
"Type", "{0}.PM.{1}.dat",
B - "{0}.5M.{1}.dat",
,,Starf 4 "Mono.Cecil.dll",
type”, "Java",
start™; "mscoree.dll",
"SortY; :-Zﬁx,
:CoPy: P "|;|scor1’.'1b. | R
Exit”, "mscoree.dll",
"Path", "Mono.Cecil.dll",
"type" "Mono.Cecil.dll",
"Type"r "mscoree.dll",

yp "LSASS.exe",

] "LSASS.exe"



Malware Sandbox - PANDA

Whole system reverse engineering
Built on QEMU

Repeatable

Architecture Neutral

Open-source

Configurable

PANDA QEMU

Plugin
interface

H’QEMUTCG‘ —> | LLWM IR ‘

t

Guest code
L

Instrumentation | €«—————— 3
callbacks

Guest state

Inspection APl | €—tf——————>

J010 13
/10102016
2010100104

110100110,
201005

Plugins

Taint analysis

|Virtua| machine introspection[

‘System call Ioggin9| Call stack tracing

‘String searcher |




Malware Sandbox

Select and
o Create
o Orchestrated — Plugins
T Windows VM ;.i‘g Analyze Data
Record
Whole Run
System Replay
Execution
Static
Malware Analysis

Sample

Telemetry

Classification



Extending Panda

ntdil.dIl(ZwCreateFile)

WOY EDX, 7FFE0300
CALL NEAR DWORD PTR DS: [EDX]
RETN 2C

B8 25000000
BA D003FE?F
FF12

c2 2co0

70340687
70940880

ntdll.
a4l

SYSENTER

e Extended the functionality of the plugin
originally created by malrec
e Collectsall system calls
o Attaches hooks on syscall instructions
o reads syscall number and args from
registers
e Stripped all arguments and only used the
sequence of calls




Malware Sandbox - Data Collected

e Collected unformatted data from the entire system
e Extracted data for target process and related
processes from it



Process Information

Dynamic libraries list (18 libs):

0x49dbo00o 20480 csrss.exe C:\Windows\system32\csrss.exe
0x77580000 1314816 ntdll.d1l C:\Windows\SYSTEM32\ntd1ll.d1l
0x75760000 53248 CSRSRV.d1l C:\Windows\system32\CSRSRV.d11
Ox75750AA0 57344 basesrv.DLL C:\Windows\system32\basesrv.DLL ( e
[ u 180224 winsrv.DLL C:\Windows\system32\winsrv.DLL ynﬁmc = (” =
"pc”: "18446744073709551615", 823296 USER32.d1Ll C:\Windows\systen32\USER32.d11 name": "zoo_samples/ed0lebfbc9ebSbbea545af4do1bf5f1071661840480439c6e5babeBed80e41aa.exe",
X Tnstrs FABAIonI197310955101% B19488 GDI32.d1l C:\Windows\system32\GDI32.d1l "parent”: "cnd.exe",
s 868352 kernel32.d1ll C:\Windows\SYSTEM32\kernel32.d1l "pid": 2660,
"pc": "2189875776", 367200 KERNELBASE.d1l C:\Windows\system32\KERNELBASE.d11 "no_threads": 2,
"instr": "36147", 40960  LPK.d1l C:\Windows\system32\LPK.d11 "children": [
"asidInfo": { 643072 USP10.d1ll C:\Windows\system32\USP10.d1ll "2796-1cacls.exe"
"pid": o, 704512 msvecrt.dll C:\Windows\system32\msvcrt.dll i S .
“createTime": "@", 36864 sxssrv.DLL C:\Windows\system32\sxssrv.DLL 2748-attrib.exe
"ppid": o, 389120 sxs.dll C:\Windows\system32\sxs.dll > )
"asid": "1593344", 663552 RPCRT4.d1l1l C:\Windows\system32\RPCRT4.d1l g "kernel_mods": {
"names": [ 49152  CRYPTBASE.d1l C:\Windows\system32\CRYPTBASE.d11 "2660": []
"Idle" 659456 ADVAPI32.d1ll C:\Windows\system32\ADVAPI32.d11l ’
']';i.ds": [ 102400 sechost.dll C:\Windows\SYSTEM32\sechost.d1l "librartes”: {
0 modules): "2660": [
}’ oy 4235264 ntoskrnl.exe \SystemRoot\system32\ntoskrnl.exe "C:\\Users\\IEUser\\Desktop\\sample.exe",
-stantinstear b5 25280 hal.dll \SystemRoot\system32\halmacpi.dll "C:\\Windows\\system32\\MSVCP6O.d11"
endInstr®: 36047 32768 kdcom.dll \SystemRoot\system32\kdcom.d1l ]
b } 544768 mcupdate.dll \SystemRoot\system32\mcupdate_GenuineIntel.dll }
* 69632  PSHED.d1l \SystemRoot\system32\PSHED.d1l 2
"pc": "2189905767", 32768 BOOTVID.d1ll \SystemRoot\system32\BOOTVID.d1l
"instr": "83462", 276336 CLFS.SYS \SystemRoot\system32\CLFS.SYS
"asidInfo": { 421888 CI.d1ll \SystemRoot\system32\CI.d1l
"pid": 372, 528384 Wdf016000.sys \SystemRoot\system32\drivers\Wdf01000.sys
"createTime": "0", I57344 WDFLDR.SYS \SystemRoot\system32\drivers\WDFLDR.SYS
i 852 294912 ACPI.sys \SystemRoot\system32\drivers\ACPI.sys
"1748406272", hcosa LIMTI TR cvc \CuctambDantlcuctam2d\deivarc\LIMTI TR CVC
"L
"csrss.exe"
1,
Studs®: [
440
1,
"startInstr”: "36187",
"endInstr": "83302"
}
I
{

pc": "2189875963",




Files Accessed/Modified

6600060 :
Returning
68369000 :
ccf1df 6.
68369001
Bytes Rea
3c 3f
68369000 :
ccf1df 6.
68369000 :
Bytes Rea
3c 3f 78
8 6d 6c 6
72 73 69
3a 61 73
43 6f 72
62 6¢ 65
73 2e 43
73 6f 72
66 31 64
72 61 62
65 70 65
69 63 72
6e 3d 22
23 22 20
2f 3e od
66 69 6
39 22 20
4e 61 6d
6d 73 66
76 65 72
20 3¢ 77
43 6¢ 61
2 b

Returning from NtOpenFile (success), handle=a94, filenan:
from NtopenFile (error), return_value=co800034, filename=\??\C:\Windows\System32\hcproviders.dll.2.Config, OpenOptions=66

Returning from NtCreateFile (success), handle=124, filen: 27\C:\Windows\WinSxS\manifests\x86_microsoft.windows.common-controls_6595b64144
0.7601.18837_none_41e855142bd5705d.manifest, CreateOptions=20064

NtReadFile(FileHandle=124, Event=0, ApcRoutine=0, ApcContext=6, IoStatusBlock=13ef994, Buffer=13efadc, BufferLength=2, ByteOffset=e, Key=6)
d=2

?2\C: \Windows\System32\hcproviders.dll, OpenOptions=60

Returning from NtCreateFile (success), handle=124, filen
0.7601.18837_none_41e855142bd5705d.nanifest, Createoption:
NtReadFile(FileHandle=124, Event=0, ApcRoutine=0, ApcContext=e, IoStatusBlock=13efssd, Buffer=2f5dss, BufferLength=fff, ByteOffset=6, Key=0)

d=e8b

6d 6c 20 76 65 72 73 69 6f Ge 3d 22 31 2e 30 22 20 65 Ge 63 6f 64 69 Ge 67 3d 22 55 54 46 2d 38 22 3f 3e 0d 6a 3c 61 73 73 65 6d 62 6c 79 20 7
e 73 3d 22 75 72 6e 3a 73 63 68 65 6d 61 73 2d 6d 69 63 72 6f 73 6f 66 74 2d 63 6f 6d 3a 61 73 6d 2e 76 31 22 20 6d 61 Ge 69 66 65 73 74 56 65-|
6f Ge 3d 22 31 2e 30 22 20 78 6d 6C 6e 73 3a 63 6d 69 76 32 3d 22 75 72 Ge 3a 73 63 68 65 6d 61 73 2d 6d 69 63 72 6f 73 6f 66 74 2d 63 6f 6d-
6d 2e 76 33 22 20 63 6d 69 76 32 3a 63 6f 70 79 72 69 67 68 74 3d 22 43 Gf 76 79 72 69 67 68 74 20 28 63 29 20 4d 69 63 72 6f 73 6f 66 74 20-
70 6f 72 61 74 69 6 6e 2e 20 41 6C 6C 20 52 69 67 68 74 73 20 52 65 73 65 72 76 65 64 2e 22 3e 0d 6a 20 20 3c 6e G6f 49 6e 68 65 72 69 74 61-
20 2f 3e 0d @a 20 20 3c 61 73 73 65 6d 62 6C 79 49 64 65 Ge 74 69 74 79 20 Ge 61 6d 65 3d 22 4d 69 63 72 6f 73 6f 66 74 2e 57 69 Ge 64 6f 77-

ame=\?7\C: \Windows\Winsxs\manifests\x86_microsoft.windows. conmon-controls_6595b64144-
15=20064

6f 6d 6d 6f Ge 2d 43 6f 6e 74 72 6f 6C 73 22 20 76 65 72 73 69 6f Ge 3d 22 36 2e 30 2e 37 36 30 31 2e 31 38 38 33 37 22 20 70 72 6f 63 65 73-
41 72 63 68 69 74 65 63 74 75 72 65 3d 22 78 38 36 22 20 70 75 62 6C 69 63 4b 65 79 54 6f 6b 65 6e 3d 22 36 35 39 35 62 36 34 31 34 34 63 63-
66 22 20 74 79 70 65 3d 22 77 69 6e 33 32 22 20 2f 3e 6d 0a 20 20 3c 64 65 70 65 6 64 65 6e 63 79 20 63 6d 69 76 32 3a 64 69 73 63 6f 76 65-
6c 65 3d 22 6e 6f 22 20 63 6d 69 76 32 3a 72 65 73 6f 75 72 63 65 54 79 76 65 3d 22 52 65 73 6f 75 72 63 65 73 22 3e 0d ©a 20 20 20 20 3C 64-
6e 64 65 6e 74 41 73 73 65 6d 62 6c 79 3e 0d ©a 20 20 20 20 20 20 3c 61 73 73 65 6d 62 6c 79 49 64 65 Ge 74 69 74 79 20 6e 61 6d 65 3d 22 4d-
6f 73 6f 66 74 2e 57 69 Ge 64 6f 77 73 2e 43 6f 6d 6d 6f Ge 2d 43 6f Ge 74 72 6f 6C 73 2e 52 65 73 6f 75 72 63 65 73 22 20 76 65 72 73 69 6f-
36 2e 30 2e 30 2e 30 22 20 76 72 6f 63 65 73 73 6f 72 41 72 63 68 69 74 65 63 74 75 72 65 3d 22 78 38 36 22 20 6C 61 6e 67 75 61 67 65 3d 22-
76 75 62 6C 69 63 4b 65 79 54 6f 6b 65 Ge 3d 22 36 35 39 35 62 36 34 31 34 34 63 63 66 31 64 66 22 20 74 79 70 65 3d 22 77 69 6e 33 32 22 20-
0a 20 20 20 20 3c 2f 64 65 70 65 6e 64 65 6e 74 41 73 73 65 6d 62 6 79 3e 0d @a 20 20 3c 2f 64 65 70 65 6e 64 65 6e 63 79 3e 0d 0a 20 20 3c-
65 20 68 61 73 68 3d 22 62 31 65 66 65 66 63 37 36 39 37 35 39 34 35 33 33 34 30 31 61 33 38 66 30 37 37 63 36 65 63 33 32 39 64 64 35 36 34-
68 61 73 68 61 6c 67 3d 22 53 48 41 31 22 20 6e 61 6d 65 3d 22 63 6f 6d 63 74 6c 33 32 2e 64 6C 6¢ 22 20 63 6d 69 76 32 3a 73 6f 75 72 63 65-
65 3d 22 22 20 63 6d 69 76 32 3a 69 6d 70 6f 72 74 50 61 74 68 3d 22 24 28 62 75 69 6C 64 2e Ge 74 74 72 65 65 29 S5c 61 73 6d 73 5c 36 30 Sc-
74 5c 77 69 6e 64 6f 77 73 5c 63 6f 6d 6d 6 6e 5c 63 6f 6e 74 72 6f 6c 73 5c 22 3e 0d 0a 20 20 20 20 3c 77 69 6e 64 6f 77 43 6C 61 73 73 20-
73 69 6f 6e 65 64 3d 22 79 65 73 22 3e 54 6f 6f 6c 62 61 72 57 69 6e 64 6f 77 33 32 3c 2f 77 69 Ge 64 6f 77 43 6¢ 61 73 73 3e 6d 0a 20 20 20-
69 6e 64 6f 77 43 6C 61 73 73 20 76 65 72 73 69 6f 6e 65 64 3d 22 79 65 73 22 3e 43 6f 6d 62 6f 42 6 78 45 78 33 32 3c 2f 77 69 6e 64 6f 77-

73 73 3e 0d 0a 20 20 20 20 3c 77 69 6e 64 6f 77 43 6c 61 73 73 20 76 65 72 73 69 6f Ge 65 64 3d 22 79 65 73 22 3e 6d 73 63 74 6C 73 SF 74 72-
" 2 2 " 2 ’ 2 £ a

file @Y= |

"call": "NtOpenFile",
"filename": "\\??\\C:\\Users\\IEUser\\,"

"call": "NtOpenFile",
"filename”: "\\22\\C:\\Windows\\SYSTEM32\\sechost.d11,"

"call": "NtOpenFile",
"filename": "\\??\\C:\\Windows\\system32\\CRYPTSP.d11,"

"call": "NtOpenFile",
"filename "\\22\\C:\\Windows\\system32\\rsaenh.d11,"

"call": "NtOpenFile",
"filename": "\\2??\\C:\\Windows\\system32\\rsaenh.d11,"

"call": "NtOpenFile",
"filename "\\?2\\C:\\Windows\\system32\\rsaenh.d11,"

"call": "NtOpenFile",
"filename": "\\??\\C:\\Windows\\system32\\rsaenh.d11,"

"call": "NtCreateFile",
"filename "\\?2\\C:\\Windows\\system32\\rsaenh.d11,"

"call": "NtOpenFile",
"filename": "\\2?\\C:\\Windows\\system32\\rsaenh.d11,"

"call": "NtCreateFile",
"filename "\\22\\C:\\Windows\\Globalization\\Sorting\\sortdefault.nls,"




Network Data

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Iools Help

AR /@ @TREBACHI>IRASETE s E

(WTApply a display filter

<Ctrl/>

Source Destination

208.111.183.1
10.0.2.15

.0.2. 49163
10.0.2.15

80 [ACK] Seq=1 Ac
TCP 54 49163 ~ 80 [FIN, ACK] Seq=1 Ack=2 Win=64246 Len=0

64240 Len=0

L 208.111.183.1 Tcp 60 80 —~ 49163 [ACK] Seq=2 Ack=2 Win=9000 Len=6
fe80: :ac76:ba3a:8fd.. f LLMNR 84 Standard query 0xf0e8 A wpad
10.0.2.15 LLMNR 64 Standard query 6xfees A wpad
fe80: :ac76:ba3a:8fd.. LLMNR 84 Standard query xcebd A wpad
10.0.2.15 LLMNR 64 Standard query xcebd A wpad
fe80: :ac76:ba3a:8fd. LLMNR 84 Standard query 0xfee8 A wpad
10.0.2.15 224.0.0.252 LLMNR 64 Standard query 6xfees A wpad
fe80: :ac76:ba3a:8fd.. Ff02 LLMNR 84 Standard query xcebd A wpad
10.0.2.15 224.0.0.252 LLMNR 64 Standard query xcebd A wpad
10.0.2.15 10.0.2.255 NBNS 92 Name query NB WPAD<00>

14 28 722800 108215 108 2 288 NRNS Q2 Nama misry NR WDADCARS

Packet comments

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface unknown, id ©

,
» Ethernet II, Src: 52:55:0a:00:02:02 (52:55:0:
» Internet Protocol Version 4, Src: 208.111.183.1, Dst: 10.0.2.15

» [Transmi: t Port: 49163, Seq: 1, Ack:

don Control Protocol, Src Port: |

1, Len

52 54 00 12 34 56 52 55
00 28 00 44 00 00 40 06
02 0f 90 50 cO ©b 00 od
23 28 bf 74 00 00 00 00

© 7 analysis.pcap

©a 00 62 02 08 00 45 08
e7 04 do 6f b7 01 0a 60
€0 76 55 70 63 67 50 11
90 00 00 00

) E

o
VvupcgP

0:02:02), Dst: RealtekU_12:34:56 (52:54:00:12:34:56)

Packets: 75 - Displayed: 75 (100.0%) - Comments: 75

Profile: Default

I,
"network": [

"to": "10.0.2.15",
"64.4.54.254",
"TLSv1 464 Application Data, Application Data"

"to": "64.4.54.254"
"from ®10.0.2./157,,
"data "TCP 60 443 \u2192 49167 [ACK] Seq=1 Ack=411 Win=9000 Len=0"

"to": "10.0.2.15",
"64.4.54.254",
"TLSv1l 592 Application Data, Application Data"

"to": "64.4.54.254",
*from”: "10.0.2.157;
"data": "TCP 60 443 \u2192 49167 [ACK] Seq=1 Ack=949 Win=9000 Len=0"

"to": "64.4.54.254",
"from "10.0.2.15",
"data "TLSv1 384 Application Data, Application Data"

"to": "16.6.2.15",
"64.4.54.254",

"to": "16.0.2.15",
"from "64.4.54.254",
"data "TLSv1l 464 Application Data, Application Data"

"to": "64.4.54.254",
"10.0.2.15"

"TCP 54 49167 \u2192 443 [ACK] Seq=949 Ack=331 Win=64240 Len=0"

TCP 60 443 \u2192 49167 [ACK] Seq=331 Ack=1359 Win=9000 Len=0"



System Calls

: "0x4e43a000",
"NtQueryInformationProcess",
"0x00ea",
"no_args": 5,
Yargs®y. [

4294967295,

36,

1242812,

4,

: "0x4e43a000",
"call": "NtQueryInformationProcess",
"sysid": "Ox00ea",
"no_args": 5,
Yargs®e: [
4294967295,
46,
1242936,
4:
1242920

"0x4e43a3000",
"NtOpenkey",

1242700,
2147483648,
1242668
]
1,
{
"asid": "0x4e43a000",

"call": "NtQueryValueKey",
"sysi "0x010a",
"nn arag". &

¥

syscalls_list": [
"NtQueryInformationProcess",
"NtQueryInformationProcess”,
"NtOpenKey",
"NtQueryValueKey",
"NtClose",
"NtQueryInformationProcess”,
"NtQueryInformationProcess",
"NtQueryInformationProcess",
"NtQuerySystemInformation",
"NtQuerySystemInformation”,
"NtAllocateVirtualMemory",
"NtFreevirtualMemory",
"NtAllocatevirtualMemory",
"NtQuerySystemInformation”,
"NtAllocateVirtualMemory",
"NtFreeVirtualMemory",
"NtOpenDirectoryObject”,
"NtOpenSymbolicLinkObject”,
"NtQuerySymbolicLinkObject",
"NtClose",
"NtopenFile",
"NtQueryVolumeInformationFile",
"NtOpenSection”,
"NtMapViewOfSection",
"NtQuerySection”,
"NtClose",
"NtProtectVirtualMemory",
"NtOpenSection",
"NtMapVviewOfSection”,
"NtQuerySection",
"NtClose",
"NtProtectVvirtualMemory",
"NtProtectVirtualMemory”,
"NtProtectVirtualMemory",
"NtQueryPerformanceCounter”,
"NtQueryPerformanceCounter",
"NtQuerySystemInformation”,
"NtOpenSection”,




Screenshots

Recycle Bin Pwniyord: taskse.exe

% Command Prompt = ”_E‘__

Microsoft Windows [Uersion 6.1.760811]
Copyright (c)> 2009 Microsoft Corporation. All rights reserved.

C:\Users\IEUser> copy D:\sample C:\Users\IEUser\Desktop\sample.exe
1 file(s)> copied.

C:\Users\IEUser>start C:\Users\IEUser\Desktop\sample.exe

C:\Users\IEUser>
C:\Users\IEUser>_

there are rearms left. TheAfoIIowi.rAlg commands can be run from an administrative command
prompt (right-click on Command Prompt and select the ‘Run as Administrator' option).

urrent license, time remaining, re-arm count (all except Windows XP):
‘ simgr /div
Id

cann (all except Windows XP). Requires reboot.
eula taskdl.exe slmgr /rearm
Re-arm (Windows XP only). Note that no error is given in the case no rearms are left.
rundil32.exe syssetup,SetupcheBnk



Classifying Malware

e Used the following dataset to train a

classifier:

syscalls

octatak - malware api class

o Consists of sequences of API calls

o 9 Classes - Spyware, Downloader, Trojan,
Worms, Adware, Dropper, Virus Backdoor

e Reduced sequences to contain only NT

Q‘ :

Types of Malware

BE ¥ &

Malvertising Worms

=1
A fl
Fileless 600

malware Trojans

Rootkits Ransomware

@,
= .=

Spyware Bots or botnets

Adware

createthread ntallocatevirtualmemory ntfreevirtualmemory ntallocatevirtualmemory getfiletype
getfiletype getfiletype ntallocatevirtualmemory ntallocatevirtualmemory ntallocatevirtualmemory

ldrgetdllhandle ldrgetprocedureaddress ntallocatevirtualmemory setunhandledexceptionfilter

loadstringa regopenkeyexa regopenkeyexa regclosekey setunhandledexceptionfilter ntterminateprocess An Example

ntterminateprocess ntclose ntclose ldrunloaddll ntopenkey ntqueryvaluekey ntclose ntclose ntclose

ntclose ntterminateprocess

Sequence


https://github.com/ocatak/malware_api_class

Classification Method

e 1D Convolutional Neural Network
o > 95% accuracy on validation data
e Fed sequences from live samples into classifier

INPUT Conv Layerl Conv Layer2 Cony Layer10 Pooling Layer Flatten Layer Dense layer  Output
Lx45 10x(Lx2) 10x(Lx2) " 10x(Lx2) 10%(30%2) (1x600) (1x500)  (1x1195)

/8
E—C
T \H

, 30- oling Flatten Fully-Connected
10 filters 10 filters 10 fillters aalaae BRLL G prosisit Softmax

2 filter sizes 2 filter sizes 2 filter sizes

Example of the selected Network
Architecture. Image Source: [1]



Clustering to identify similar samples

e Hybrid Features
o Combination of static and dynamic features

e K-Means algorithm

Unlabelled Data Labelled Clusters

° L IPY o o
e © ° e o
Py ® % K-means
[
[
L4 e @ X = Centroid

Image Source: [2]



Wrap up:

- = e
. We n OW h ave : \Users\IEUser\Desktop\sample.exe
° &

o Dynamic Features:

m System Calls, File Accesses,
Network Traffic, Process
Information, Libraries,
Screenshots of the malware
running

o Static Features: e

m |0Cs, Strings, File Info R

can be run from an administrative command
and select the 'Run as Administrator’ option).
xcel




A Retrospective
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Web Platform




Our Stack:

e MongoDB NoSQL database stores behavioural loC information

e Rust back end exposes a RESTful APl into the database

o Rust type system + memory model — memory-safe and efficient code
o Asynchronous rocket.rs webserver with the tokio runtime
o MongoDB Rust driver to perform queries on malware data

e Quasar front end to view malware data

o Sleek and modern design
o  Supports filtering malware by various loCs (touched files, libraries, etc.)
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A Discussion of
Results




Were we able to achieve our goals?

e We created a malware sandbox

o Performed Hybrid Analysis
o Integrated ML

e Wecreated a web platform to display our data

YeS but there is still future work to be done



Lessons Learned

e Time
e Datasets
e Limited Sources of Data



Conclusion

e Futurework
o Augmentation of data sources
o Refinement of Presentation

e I|deaissolid
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For Listening!




